Ipunoxenue Ne2. UndopmanuoHHasi MaMATKA JJI5 00y4aI0IIMXCS TJIs
pa3MeleHus Ha opunuaIbHbIX UHTEepHET-pecypcax

C KaXXIbIM TOAOM MOJIOACKHN B HHTCPHCTC CTAHOBHUTLCA 6OJIBIHC, a
MKOJbHUKKM OJHHW H3 CaMbIX AKTHBHBIX MOJIb30BaTEICH PYHeTa. MC)KI[y TCM,
IIOMHMO OT'POMHOI'O0 KOJINMYCCTBA BO3MO)KHOCTCﬁ, HHTCPHCT HCCCT U HpO6H€MBI.
OTa namsaTKa JOJDKHA ITIOMOYb TeOe Oe30macHo HaXOOUTHCA B CCTH.

Komnviomepuvie supycol

KoMmnbioTepHblit BUPYC - 3TO pa3HOBHIHOCTh KOMIBIOTEPHBIX MPOTPAMM,
OTIIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBJIIETCS CIIOCOOHOCTH K PA3MHOKEHUIO.
B nomonHenue K 3ToMy, BUPYChl MOTYT MOBPEIUTH WU MOJTHOCTHIO YHUUTOXHUTD
Bce (ailiibl ¥ JaHHbBIE, TOAKOHTPOIBHBIEC TTOJIB30BATENI0, OT UMEHU KOTOPOTO ObLIa
3alyIieHa 3apakEéHHas MporpaMMa, a TakXKe MOBPEIUTh WM JaKe YHUUYTOXKHUTH
OIEpaIMOHHYI0 CUCTEMY CO BCeMHM (pailiiaMu B 1ejoM. B O0ibIIMHCTBE Cilydaes
PacpOCTPaHAIOTCS BUPYCHI Uepe3 UHTEPHET.

Metozapl 3aUThI OT BPEIOHOCHBIX IIPOIPAMM:

1. Hcnonn3yit COBpeMEHHBIE ONEPAllMOHHBIC CUCTEMBI, HMEIOIINE
CEpBE3HBIN YPOBEHb 3aLIUTHI OT BPEIOHOCHBIX POrPaAMM;

2. TloctosHHO ycraHaBnmuBai maTud (MU(POBBIE 3aIUIATKH, KOTOPHIC
ABTOMATUYECKH YCTAHABIIUBAIOTCS C LIEJIBIO JOPAOOTKU MPOrPAMMBbI) U
JIpyrue OOHOBJIGHUS CBOEH oOmeparMoHHOW cucTembl. CkauumBail uUx
TOJIBKO ¢ ouImanbpHOoro caita paspadorunka OC. Ecnu cymiecTByeT
PEXHUM aBTOMATHUECKOr0 OOHOBJICHHS, BKIIIOUH €T0;

3. Paboraii Ha cBOoeM KOMITBIOTEpPE IMOJ MpaBaMHU IIOJIB30BATENs, a HE
aJIMMHUCTpAaTOpa. DTO HE TMO3BOJMUT OOJBIIMHCTBY BPEAOHOCHBIX
IPOrpaMM MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonw3yil aHTUBUPYCHBIE IPOTPAMMHBIE IPOTYKTHI U3BECTHBIX
MIPOU3BOAUTEIIEH, C aBTOMATUYECKUM OOHOBJIEHUEM 0a3;

5. Orpanndb PU3NIECKUI TOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIHII,

6. Vcronb3yit BHENTHHE HOCUTENN MH(POPMALINY, TaKKE KakK (IIelKa,
TUCK Uiy (Gaiia U3 UHTEPHETA, TOJIbKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (HaiIbl, TOTYyYECHHBIC U3 HEHAIEKHBIX
MCTOYHHUKOB. [laxke Te (hailsibl, KOTOphIE MpUCTIaT TBOW 3HAKOMBIN.
Jlydiiie yTOUHM y HETO, OTIIPABJISUL JIM OH TeOe uX.



Cemu WI-FI

Wi-Fi - 310 He B TIepenadyul JaHHBIX, HEC TEXHOJIOTHSA, a BCETO JIMIIb
openn, mapka. Eme B 1991 rony HuaepiiaHjckas KOMIAHUS 3aperucTpUpoBalia
opena «WECA», uto o603rauano cioBocoueranue «\Wireless Fidelity», koropsrit
NEePEeBOUTCS KaK «OecpOBOAHAS TOUHOCTDY.

Jlo Hamiero BpeMeHH JAoluia apyras ab0peBwarypa, KOTOpas sBISETCS
TaKOM jke TexHoyoruei. 3to abopesuatypa «Wi-Fi». Takoe Ha3BaHUE OBLIO TAHO C
HaMEKOM Ha CTaHJIapT BBICIINN 3BYKOBO# TexHuku Hi-Fi, uto B mepeBoje o3Havyaer
«BBICOKAsI TOYHOCTHY.

Ja, becriaTHbI HHTEPHET-I0CTYI B Kade, OTENSX U a3pONopTax sABIAETCA
OTJIMYHON BO3MOKHOCTBIO BbIXOZAa B MHTepHET. HO MHOTHE SKCIepThl CUUTAIOT,
gto obmenoctynubie Wi- Fi cetn He SBISIOTCS 0€30I1aCHBIMHU.

Cogetsl 1o Oe3omacHOCTH padoTe B 00menocTynHbix cetsx Wi-fi:

1. He mepenaBail cBOIO JIHYHYIO MH(YOPMALHUIO uepe3 OOIIETOCTYITHBIC
Wi-Fi cetu. Paboras B HUX, jKeJaTeIbHO HE BBOJIUTH MAPOJIH JIOCTYIIA,
JIOTUHBI ¥ KAaKHE-TO HOMEPa;

2. HWcmonb3yit ¥ OOHOBJISI aHTUBUPYCHBIC MPOrpaMMBbI U OpaHaMayep.
TemM cambiM ThI oOe3omacuilb ceOs OT 3aKaykd BHUpPyca Ha TBOE
YCTPOWCTBO;

3. Tlpu ucnonp3oBanuu Wi-Fi otkmoun dynkiuio «OO0mmiA 10CTym K
daitmam u npuHTepam». JlanHas (QYHKIHS 3aKpbITa MO YMOJIYAHHIO,
OJTHAKO HEKOTOphI€ TMOJ30BATENH AKTUBHPYIOT €€ I yAoOCTBa
WCIIOJIb30BaHuUs B paboTe uiM yueoe;

4. He ucnonwsyit myonuunsiii WI-FI qns mepenaum nTUYHBIX JaHHBIX,
HaAIMPUMED TSI BBIXOJIA B COLUANIBHBIE CETH WJIM B JICKTPOHHYIO TIOUTY;

5. Hcmonw3yil ToNbKO 3ammineHHOoe coenmHeHue depes HTTPS, a He
HTTP, T.e. npu Habope BeO-aapeca BBoAM UMEHHO «https://»;

6. B moOunbHOM Tenedone otkiaoun Gynkimio «Iloakmouenue k Wi-Fi
apTOmMaTthueckn». He pomyckail aBTOMAaTHYECKOrO MOAKIFOUECHUS
ycrpoiicTBa K cetsim Wi-Fi 6e3 TBoero cornmacwusi.

CO?/;Ma]Zbele cemu

CounanbHble CETH AKTUBHO BXOJAT B HAIly 3>KU3Hb, MHOTHUE JIIOJIU
padoTaIOT M )KUBYT TaM IMOCTOSIHHO, a B Facebook yske 3apeructpupoBan MuILIHap,I
YEJOBEK, YTO SBISCTCS OJHOM CeAbMOM BCEX KHUTEJEH MJIaHeThl. MHorue
MOJI30BaTENIM HE IOHUMAIOT, YTO UHGOPMAIIKS, pa3MEIIeHHAs UMH B COITUATTBLHBIX
CETSAX, MOXET OBbITh HalJIeHa W HCIOJb30BaHA KEM YTOJHO, B TOM YHUCJE HE
00s13aTeNIbHO ¢ OJ1arMu HaMEPEHUSIMU.



OCHOBHBIE COBETHI 110 0€30IIACHOCTU B COLIUAIbHBIX CETAX:

1. Orpanuup crucok napy3ed. Y TeOs B Jpy3bsiX HE TOJDKHO OBITH
CIIy4aiiHBIX ¥ HE3HAKOMBIX JIFOJICH;

2. 3ammumai cBOIO YacTHYIO KM3Hb. He ykasbiBail mapoim, TenedoHsbl,
azpeca, JaTy TBOErO POXICHHUS M JPYTYIO JUYHYIO HH(OPMAIIHIO.
3JI0yMBILIIEHHUKA MOTYT HMCHOJb30BATh JaK€ MH(POPMALUIO O TOM,
KaK Thl ¥ TBOM POJUTENH IJIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3ammiiail CBOIO pemyTaluio - ACPKH €¢ B YUCTOTE W 3alaBail cede
BOIIPOC: XOTEN OBl ThI, YTOOBI APYTU€ MOJIB30BATENN BUAEIU, YTO ThI
3arpyxaenib? [lTogymait, mpexae 4em 4To-TO ONMyOJIMKOBATh, HAITUCATh
U 3arpy3UTh;

4. Ecnu Tl TOBOPHIIIB C JIFOJIbMU, KOTOPBIX HE 3HACIIIb, HE UCTIOIb3Yi CBOE
peaslbHOE HMs U JPYryl0 JHMYHYIO HMHPOpMAlUU: HMS, MECTO
KHUTEJIbCTBA, MECTO YUeObI U MpOUEE;

5. MU3b6eraii pazmerienus ororpaduit B UaTepHeTe, T/Ie THI H300pakeH
Ha MECTHOCTH, IT0 KOTOPOH MOXHO ONPEIEIUTH TBOE MECTOIIOJIOKECHHUE;

6. Ilpu perucrtpanuu B COIMATBHOH CETH HEOOXOAMMO HWCIIOJIb30BAThH
CJIOXHBIE TAPOJIU, COCTOAILME U3 OYKB U U(DP U C KOJTUUECTBOM 3HAKOB
HE MeHee §;

7. Jlns commanpHOW CeTH, MOYTBI WU JPYTHMX CAWTOB HEOOXOAUMO
UCIIOJIb30BaTh pa3Hble Mapoju. Torga eciau TeOs B3JIOMAaKT, TO
3JIOYMBIIIUIEHHUKHU TIOJIy4aT JOCTYI TOJIBKO K OJJHOMY MECTY, a HE BO
BCE Cpasy.

DnekmpoHnHbvle 0eHbeU

DNeKTPOHHBIC JEHBI'M — 3TO OYEHb YJAOOHBIN CIOCOO TUIaTeXel, OJTHAKO
CYIIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JCHBIHU.

DNEeKTPOHHBIC JEHBI'M MOSBUIINCH COBCEM HETABHO W UMEHHO HM3-32 dTOTO
BO MHOTHX TOCY/IapCTBaxX J0 CHUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun e oHM (DYyHKIIMOHUPYIOT M O HUX YK€ MTPOIMKMCAHO B 3aKOHE, TJIC
WX Pa3feisIIOT Ha HECKOJIBKO BHJIOB - aHOHMMHBIC M HE aHOHUMHBIC. PazHuia B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOJANTH orepanun 0e3
UCHTU(GUKAIINY TT0JIH30BaTENIs, B HCAHOHUMHBIX HJICHTU(HUKAITIHU TI0JIb30BaTEIIS
SBJIIETCS 00S3aTEIBLHOM.

Takxke crnenyer pa3nuuarh OJJIEKTPOHHbIE (DUATHBIE JEHBIU (PaBHBI
rOCyapCTBEHHBIM BalllOTaM) W DJIEKTPOHHBbIE HeduaTHble ACHBI'M (HE pPaBHbBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0€30MacHO paboTe ¢ ANEKTPOHHBIMU JCHbraMU:



1. IlpuBsku K cueTy MOOWIBHBIA TeledoH. DTO caMbIii yIOOHBIA H
OBICTPBI CIOCOO BOCCTAHOBUTH JOCTYN K cuery. [IpuBsizaHHbIN
TeneoH MOMOXKET, €CIM 3a0yJellb CBOW IUIATEKHBIA Mapoiib WU
3ai/IeIIb HA CAlT C HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnomw3yit ogqHOpasoBsie maposn. [Tociie nepexo/ia Ha YCHIICHHYIO
aBTOPH3ALUIO T€OE YK€ HE OYJIET yrpoKaTh ONACHOCTh KPaXkKH UJTU
repexBaTa MIaTeXHOr 0 NapoJis;

3. BwiOepu cnoxHbrit maposb. [IpectymarkaM OyneT He MPOCTO yraaaTh
CIOKHBIA mapoJib. HaxexxHple maposm — 3TO NApoOJId, KOTOPHIE
colep)kaT HE MeHee § 3HAKOB M BKIIOYAIOT B CeOsl CTPOYHBIE U
IPOIHUCHBIE OYKBBI, IUGPHI U HECKOJIBKO CUMBOJIOB, TaKHE KaK 3HAK
nosaapa, GyHTa, BOCKIHIATSIBHBIN 3HaK U T.11. Hanpumep, $tRONg!;;

4. He BBOAM CBOM JTUYHBIC JaHHBIC HA CaliTax, KOTOPHIM HE JOBEPSICIIIb.

3Jl€Kmp0HHa}l nouma

DNeKTpoHHAs MOYTa — 3TO TEXHOJIOTHS U MPEOCTaBISIEMbIE €10 YCIYTU
0 TMEPEChUIKE W  TOJYYEHHUIO  BJIEKTPOHHBIX  COOOLIEHUH, KOTOpHIE
pacnpenenstoTcsi B KOMIbIOTEpHOU ceT. OOBIYHO 3JIE€KTPOHHBIN MOYTOBBIH MUK
BBITJISIAMT  CIEAYIOIIMM  00pa3oM: HUMs_MOJb30BaTeA(@ums_JoMmeHa. Taxxke
KpOMe Iepeiayyl MPOCTOT0 TEKCTa, UMEETCsl BO3MOKHOCTD IepeiaBaTh (aiibl.

OCHOBHBIE COBETHI 110 O€30MACHON padOTe C INEKTPOHHOM MOYTOM:

1. Hanmo BwIOpaTh mpaBUiIbHBIA TMOYTOBBINM cepBUC. B mHTEpHETE ecThb
OTPOMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JyYIle
JOBEPATH TEM, KOTO 3HAEIIb U KTO IEPBBIM B PEUTHHIE;

2. He yka3biBaii B IMYHOH mouTe JIMYHYIO HHPOpManuio. Hampumep,
Jy4uie BeIOpaTh «My3bIKanbHbIM _(panat@» umu «pok2013» BMecTo
«temal3y;

3. Hcnonb3yil IByXdTalHYI0 aBTOPU3ALUIO. ITO KOTAa MOMHUMO TapOJIst
HY>KHO BBOJIUTb KOJI, MpUChUTaeMblii 1o SMS;

4. BeiOepu CIOXKHBIN Mapoih. sl KaXKI0T0 MOYTOBOTO SIIHAKA TOJIKCH
OBITH CBOM HAJEKHBIN, yCTONUMBBIN K B3JIOMY NapOJib;

5. Ecnm ecTh BO3BMOXKHOCTH HalMCaTh CAMOMY CBOMW JIMYHBIN BOIPOC,
HCIIOJNIB3YH OTY BO3MOKHOCTB;

6. Wcmonp3yil HECKOJBKO TOYTOBBIX SIIUKOB. [lepBbI I 94acTHOM
NEpPENUCKU € aapecaraMd, KOTOPbIM Thl JIOBEpSACUIb. JTO
AJEKTPOHHBIN aJIpec HE HAJO0 HCHOJIb30BaTh NPHU PETHCTPALMHU Ha
dopymax u caifrax;

/. He oTkpsiBaii Qaitsiel U Apyrye BIOKEHHS B MUChbMAaX Ja)Ke €CIIM OHU
IPUILLIM OT TBOUX Jpy3€el. Jlydlle yTouHU y HUX, OTIIPABIISIIN JIA OHU
Tebe 3Th (ailbl;



8.

[Tocne okoHyaHus pabOThI HA TOYTOBOM CEpPBUCE NIEPE 3aKPhITHEM
BKJIQJIKW C CAUTOM He 3a0yJ]lb HaKaTh Ha «BBIATHY.

Kubepbynnune unu eupmyanvrnoe uzoesameibCmeo

KubepOymmuHr — mpecieoBaHUE COOOIICHUSAMH, COJEPKAIIAMHU
OCKOpOJIEHUsI,  arpeccuro,  3alyTMBaHWE,  XYJUTAHCTBO;,  COIIHAIBHOE
OOHKOTHUPOBAHUE C MIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 110 O0pHOE ¢ KHOEPOYITUHIOM:

1.

He 6pocaiicst B 60i1. JIyuiunii cmoco0: mOCOBETOBATHCS KAk ceOsl BECTH
M, €CIM HEeT TOro, K KOMY MOXHO OOpaTUThCS, TO BHauale
YCIOKOUThCSl. Eciu Tl HayHEellb OTBEYaTh OCKOPOJICHUSIMU Ha
OCKOPOJIEHUS], TO TOJIBKO €11€ OOJIBbIIE PAa30kKKEIIb KOHPIHKT;
VYrpasnsii cBoelt kubeppenyTanuei;

AHOHUMHOCTH B ceTu MHUMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTD, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

He cTout BecT Xynuranckuii oopa3 BUPTyasibHOM ku3HU. THTEpHET
(buKCcHpyeT BCce TBOM JIEUCTBUS M COXPAHSIET UX. Y IAJIUTh UX OyAeT
KpaiiHe 3aTpyIHHUTENBHO;

Co0urofaii CBOM BUPTYAJTIbHYIO YECTh CMOJIONY;

UrHopupyii enuHnYHBIN HeraTuB. OHOPa30Bble OCKOPOUTETBHBIE
COOONIEHMS JIy4llle UTHOPUPOBaTh. OOBIYHO arpeccus MpeKpaaeTcs
Ha Ha4aJIbHOM CTaJuu;

ban arpeccopa. B mporpamMmmax ooOMeHa MTHOBEHHBIMU COOOIIICHUSIMU,
B COLMAIBHBIX CETAX €CThb BO3MOKHOCTh OJIOKUPOBKU OTIIPABKHU
COOOIIIEHHH C OTIpe/IeIICHHBIX a/IpECOB;

Ecmu Te1 cBumerens kubepOyiuimHra. TBow AEHCTBUS: BBICTYIHUTH
OpOTUB TMpecieAoBaTess, IO0Ka3aTh €My, 4YTO €ro JeHCTBHS
OIICHUBAIOTCSI HETaTUBHO, MOJJIEPKATh >XEPTBY, KOTOPOM HYKHA
IICUXOJIOTHYECKass IOMOIIb, COOOIHUTH B3POCIBIM O  (haKTe
arpeCCUBHOIO MOBEACHUS B CETH.

Mobunvruviii meneghon

CoBpeMeHHbIe CcMapTPOHBI U IUIAHLIETHI COAEpPKAaT B ceOe BIOJIHE
B3pOCHbIA (DYHKIIMOHAJ, U TETIEpbh OHU MOTYT KOHKYPUPOBAThH CO CTALIMOHAPHBIMU
KoMIibtoTepaMu. OJIHAKO, CPEACTB 3ALIUTHI 1JIsl TOJOOHBIX YCTPOUCTB MOKA OYEHb
Mano. TecTupoBaHME W TOUCK YSA3BUMOCTEM B HHUX IIPOMCXOOUT HE TakK
MHTEHCUBHO, Kak juid [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX IPUIIOKEHUH.



CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ MPAKTUUYECKH JIOTHAIU
HACTOJIbHBIE AHAJIOTH, OJIHAKO pacliMpeHue (yHKIMOHANa BIEYET 3a CcoO0oif
OOJIBIIYIO CII0KHOCTh U MEHBIIIYIO 3aIIUIIEHHOCTb.

I[aJ'ICKO HC BCC IIPOU3BOAMWTCIIN BBIITYCKAIOT O6HOBJ’I€HI/I$I, 3aKpPbIBAOIINC
KPUTHYCCKHC YA3BUMOCTHU OJISI CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI /IJIs1 0€30MaCHOCTH MOOMIIBLHOTO TenedoHa:
Huuero He siBRsieTcsl MO-HACTOSIEMY OeCIUIaTHBIM. byab OCTOpOKEH,
BeJIb Kor/1a Te0e mpeaaratoT 6ecriaTHbIA KOHTEHT, B HEM MOTYT OBITh
CKPBITBI KAKHE-TO IJIATHBIE YCIYTH;
Jymaii, mpexae ueM oTapaBuTh SMS, dhoto win Bumeo. Tel TOUHO
3HAElllb, I/1I€ OHU OYAyT B KOHEUHOM UTOTrE?

Heo6xoaumo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOErO cMapThoHa;
Hcnonb3yit aHTUBUPYCHBIE POTPaMMBbI JISI MOOMIIBHBIX TEJIE(POHOB;
He 3arpyxail NpuiIoKEHHS OT HEU3BECTHOTO MCTOYHHKA, BEIb OHH

MOTYT CO/IEPKaTh BPEAOHOCHOE MPOTpaMMHOE 00€CIICUECHHUE;

[locne Toro kak Thl BBIAJEHIL C calTa, TJ€ BBOAWI JIMYHYIO
UH(pOpMaIIHIOo, 3aii/Ii B HACTPOWKHU Opay3epa u yuaiau COoKies;
[lepuonnueckn mpoBepsAidl Kakue IJIaTHbIE YCIYTM aKTUBUPOBAHBI Ha
TBOEM HOMEDE;

JaBaii cBoil HOMEp MOOMJIBLHOTO TejaedoHa TOJBKO JIOASM, KOTOPBIX
ThI 3HACIIb U KOMY JOBEPSICIIIb;

Bluetooth momkeH OBITH BRIKITFOUEH, KOT 1A ThI UM HE TOJb3yelibes. He
3a0bIBail MHOTIa TPOBEPSTH 3TO.

Online uepur

CoBpeMEHHBIE OHJAWH-UTPBI - OTO KpPACOYHbIE, 3aXBATBIBAIOIINE
pa3BiieyeHUsl, OOBEIMHSAIONINE COTHHU THICAY YEJIOBEK MO BceMy mupy. Urpoku
UCCIIEAYIOT JaHHBIA UM MHp, OOLIAIOTCSA APYT C APYrOM, BBIIOJHSAIOT 3aJlaHusl,
CPKAKOTCSI C MOHCTPAMHM M TOJY4YarOT OMNBIT. 3a YJIOBOJICTBUE OHM IUIATAT:
MOKYTAIOT JUCK, OMJIAYMBAIOT a0OHEMEHT WJIM MIPUOOPETAIOT KaKHe-TO OIIUU.

Bce a3t cpenctBa uayT Ha MoAAep’KaHUE U Pa3BUTUE WUIPbI, & TAKXKe Ha
camy O€30IMMaCHOCTb: COBEPUICHCTBYIOTCS CHCTEMbl aBTOPHU3AlIMHU, BBITYCKAIOTCS
HOBBIE MaTyu (UMQPPOBBIEC 3AIUIATKHU JJIsl MPOrPaMM), 3aKPbIBAIOTCS YSA3BUMOCTHU
CEPBEPOB.

B momo6HBIX HUrpax CTOMT OIacaThCsi HE CTOJIBKO CBOMX COIEPHUKOB,
CKOJIBKO KPa)XKM TBOErO MapoJisi, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPHU3ALMH
OOJBIIMHCTBA UTP.



OcHOBHEBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOT'0 aKKAYHTaA:

1.

NOo O koW

Ecin pgpyroil wurpok Befer ce0s IUIOXO WM CO3JaeT Tede
HENPUATHOCTH, 3a0JI0OKUPYH €ro B CHUCKE UTPOKOB;

[Toxanmyiics agMUHHCTpAaTOpaM HWIPbl Ha ILIOXOE€ IOBEACHUE 3TOTO
UTPOKA, KENATENbHO NPWJIOKUTH KAaKUE-TO JI0KA3aTeNIbCTBA B BUIE
CKPUHOB;

He yka3piBail muunyto nHhopMaiuio B npodaiisie urpsi;

YBaxkal Apyrux y4aCTHHKOB I10 UTPE;

He ycranaBnuBaii HeopuiuaabHbIE TATYU U MOJIBI;

Hcnonb3yii CII0XKHBIE U pa3HbIE ITApOIIH;

Jlaxxe BO BpEMs UIPbl HE CTOMT OTKJIKOYaTh aHTUBHpYC. Iloka TbI
UTPAcIlb, TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

Duwune unu Kpasica TUYHbLX OaHHbIX

OObIuHOM Kpameﬁ ACHCT U IOKYMCHTOB CCTOAHA YK€ HUKOI'O HC YAHNBHIID,
HO C pPa3BUTHCM I/IHTepHCT-TGXHOHOFHﬁ 3JIOYMBINUVICHHHUKHU IICPEMCCTUIINCH B
HHTCPHCT, U ITPOJOJIKAIOT 3aHUMATbCsA «TIOOMMBIMY JACIIOM.

Tak mosiBMIIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECCTBA WU (DUIIIHHT,
rJlaBHas IeJIb KOTOPOTO COCTOUT B TOJYYCHHUH KOHQHUICHIIUAIBHBIX JaHHBIX
N0JIb30BaTes e — JIOrMHOB M maposieid. Ha anrmiickom si3bike phishing unrtaercs
kak ¢ummHr (ot fishing — peiOHas oBIs, Password — maposib).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:
1. Cnenu 3a cBOMM akkayHTOM. Eciid ThI TOA03pEBacIlib, YTO TBOSI aHKETA

o

Obl1a B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHPOBATh €€ M COOOIIUTH
aZIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEe;

Hcnone3yit 6e3onacHbie BEO-CailThl, B TOM YHCIIE, HHTEPHET-Mara3nHoB
U TIOUCKOBBIX CHUCTEM;

Hcrnonp3yil cnokHbIe W pa3Hble maponn. Takum obpazom, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH TOIy4YaT JOCTYI TOJNBKO K OJHOMY
TBOEMY MPO(UITIO B CETH, @ HE KO BCEM;

Ecnmn tebs B3noManmu, TO HEOOXOAMMO MPEAYyNMpPEeNuTh BCEX CBOUX
3HAKOMBIX, KOTOpbI€ JOOaBJIEHbI Y T€OsI B JPYy3bsiX, O TOM, UYTO TeOs
B3JIOMAJId M, BO3MOXKHO, OT TBOETO UMEHH OYJET pacchliaThCs CIlaM U
CCBUIKM Ha (PUIITMHTOBBIC CANTHI;

Ycranosu HagexHbii maposib (PIN) Ha MOOMIIBHBIH TeneOH;
OTkiIrI04M coXpaHeHue naposis B Opaysepe;

He oTkpsiBail ¢aitnel U Apyrue BIOKEHUS B MUChMAaxX JaXKe €CJIU OHU
MPUIILIA OT TBOMX JApy3ei. Jlydiie yTouHu y HUX, OTIPABIISUIHA JIU OHH
Tebe 3TU (ailsibl.



Lugposas penymayus

[Mudposas penyranus - 3TO HETaTUBHAs WM MO3UTHUBHAS MHPOpMAIus B
cetu o tebe. Kommpomerupyromas wuHpopManus pa3MeIIeHHas B WHTEPHETE
MOJKET CEepbhEe3HBIM 00pa3OM OTPa3UTHCSA HA TBOEH peanbHOM ku3HU. «Lludposas
pemyTaius - 3T0 TBOM UMUK, KOTOPBIA popMupyeTcs u3 HHPopMmaiuu o tede B
WHTEPHETE.

TBoe MecTo JKHTENbCTBA, Yy4eObl, TBOE (UHAHCOBOE TIOJIOKCHHE,
O0COOEHHOCTH XapakTepa M paccKas3bl O OJIM3KUX - BCE ITO HAKAIUIMBACTCS B CETH.

MHorue moJpoCTKH JIETKOMBICIICHHO OTHOCSITCS K ITyOJIMKAIlUU JIMYHOM
uHpopmaruu B MHTepHETE, HE TOHUMAas BO3MOXKHBIX MOCIEACTBUNA. ThI 1ake He
CMOJKEIIb JOTagaThCcsi 0 TOM, 4yTo (pororpadus, pa3MelleHHas 5 JeT Ha3aj, craia
MPUYUHON OTKAa3a NMPUHATH T€OS Ha padoTy.

KommenTapuu, pazMenienre TBoux gororpaduil u Apyrue 1eUcTBUS MOTYT
HE MCYE3HYTH JaXKe ITOCJIE TOTO, KaK Thl X yAAINIIb. Thl HE 3HAEIIb, KTO COXPaHUII
3Ty UH(}OpMaIKIO, IONAJIa JIM OHA B IOMCKOBBIE CUCTEMBI U COXpPaHUJIACh JIU OHA, a
[JIABHOE: YTO MOJYyMAIOT O T€0E OKPY’KAIOLIEE JIFOAH, KOTOPblE HAWIYT U YBUAST
s10. Halitn mH(OpManuio MHOro JIeT CIOYCTS CMOXET JIF0OOW - Kak U3 JTI0OpBIX
o0y IeHHH, TaK U C HAMEPEHUEM IPUUUHUTD BPEA. ITO MOXKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI 10 3aIuTe NU(PPOBOI peryTauu:

1. Tlomymaii, mpexe 4eM 4YTo-TO IyOJIMKOBaTh W IepeaaBaTh y ceOs B
0JioTe WK B COITMATIBHON CETH;

2. B HacTpoiikax nmpoduis yCTaHOBH OTpaHUYCHUS Ha IMPOCMOTP TBOETO
npo(UIIA U €ro COAEPIKUMOTO, CACNIal €ro TOJBKO «IUISl IPYy3€iiy;

3. He pa3memaii u He yka3biBaii HH)OPMAIHIO, KOTOPas MOYKET KOT0-JIN00
OCKOPOJISITh UM OOMXKATh.

Asemopckoe npaso

CoBpeMEHHbBIE  IIKOJBHUKH- aKTUBHBIE TIOJB30BaTeId  IU(GPOBOTO
npoctpancTBa. OIHAKO Jaleko HE BCE 3HAIOT, YTO I0JIb30BAHUE MHOTUMHU
BO3MOXHOCTSIMU  IudpoBoro  mupa TpeOyeT  coOJoJeHus MpaB  Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «HMHTEUIEKTyallbHasi COOCTBEHHOCTBY» OTHOCUTCS K Pa3IMYHBIM
TBOPEHHUSM YEJIOBEYECKOTO yMa, HAuyuMHAs C HOBBIX H300pETEHUH W 3HAKOB,
0003HAYAIOIMKX COOCTBEHHOCTh Ha MPOJIYKTHI M YCIYTH , U 3aKaHYMBasi KHUTAMHU,
dotorpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU ITPOU3BEACHUSIMHU.



ABTOpCKHE IpaBa - 3TO IIpaBa HAa MHTEJUIEKTYalbHYIO COOCTBEHHOCTb Ha
IIPOU3BEICHUS HAYKHU, JUTEPATYPBI U UCKycCTBA. ABTOPCKHE IIpaBa BHICTYINAIOT B
KayeCcTBE TapaHTUU TOTO, YTO HHTEJUIEKTYaJIbHBIH/TBOPUECKUN TpyJA aBTOpa HE
OyZeT HampacHbIM, JacT €My CIIpaBEIJUBbIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ysibTaTaXx CBOETr0 TpyJa, MOJYYUTh H3BECTHOCTh M Npu3HaHue. Hukrto 0Oe3
paspenieHuss aBTOpa HE  MOXET  BOCIPOM3BOJIUTH €r0  IPOU3BEICHHE,
pacupocTpaHsATh, IyOJIWYHO JEMOHCTPUPOBATh, MPOJABATh, HMIIOPTUPOBATH,
MycKaTh B MPOKAT, MyOJWYHO HCIOJHATH, MOKA3bIBATH/UCHIONHATH B ddupe mim
pasmemiath B MHTEpHETE.

Hcrnonb3oBaHuE «IUPATCKOTO» NPOrPAMMHOrO OOECIIEYEHUsS MOMKET
IIPUBECTH K MHOTMM pPHUCKAaM: OT IIOTEPH MNAHHBIX K TBOMM AakKKayHTaM [0
OJIOKMPOBKH TBOETO YCTPOWCTBA, I/I€ YCTAHOBJIECHHBIN HE JierajibHas mporpamma. He
CTOMUT TakKke 3a0bIBaTh, YTO CYUIECTBYET JIEraJIbHbIE M OECIIaTHbIE MPOTrPaMMBI,
KOTOPBIE MOYKHO HAalTH B CETH.



