Mnucemo MuHo6pHaykn Poccnn ot 14.05.2018 Ne 08-1184

O HanpaBneHuu nHdopmauuu

[enapTaMeHT rocygapcTBEHHOM NONNTUKK B cdrepe obLuero
obpasoBaHus MnHobpHaykn Poccum HanpasnseT Ans cBeAeHus
pa3paboTaHHble BpemeHHon komnccnen Coseta degepaunm no
pa3BUTUIO MHPOPMALMOHHOIO 0bwecTBa MeTognveckme
pekoMeHgaumMm o pasmMeLLeHnn Ha MHPOPMAaLIMOHHBIX CTeHAAaX,
odnumanbHbIX UHTEPHET-canUTax N Apyrnx MHPOPMaLNOHHbIX
pecypcax obLieobpasoBaTesibHbIX OpraHM3auum n opraHos,
OCYLLECTBNAKLLMX YnpaBneHue B cpepe obpasoBaHusl, MHGopMaLnm
o 6eszonacHOM nosBedeHNN N UCNonb3oBaHun cetn "IHTepHeT".

Aupektop denaptameHTa
A.E.lleTpos

[MpunoxeHune

NMpunoxeHue. MeToan4yeckue
pekomMeHaaLuMm o pasmMeLleHUM Ha
MH(POPMaALMOHHbLIX CTeHAaX,
odmuManbHbIX UHTEPHET-CanTax u
ApYyrMx UHPOpPMaLMOHHbLIX pecypcax
obLeobpasoBaTenbHbIX OpraHu3auumn un
OopraHoB, OCYLLEeCTBNAIOLMX
ynpasneHue B cepe obpazoBaHuS,
MHpopmMaumum o 6esonacHoOM noBeaeHUU
N ncnonb3oBaHuu cetu "UIHTepHeT"

QkcnepTamu 1 YneHamu BpemeHHon kommuccun Coseta denepaumm
Mo PasBUTUIO MHPOPMAaLIMOHHOIO ObLLEeCTBa B paMKaXx BbINOMHEHWS
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pekoMeHaaunn naprameHTCKMx crywaHum "AkTyanbHble BOMpPOChI
obecneyveHunst 6esonacHoOCT U pasBUTUS AeTen B MIHpopMaLUMOHHOM
npocTpaHcTBe", KoTopble nNpownn B CoBeTe Penepaunn 17 anpens
2017 r., 6b1nn paspaboTaHbl METOANYECKME peKOMEeHaaUNn o
pasMeLlleHn Ha MHPOPMaLMOHHbBIX CTeHA4aX, odonLmanbHbIX
MHTEPHET-canTax u Apyrnx MHPOPMaLMOHHbIX pecypcax
obLweobpasoBaTerbHbIX OpraHM3aLlmin U OpraHoB, OCYLLECTBAAOLLMX
ynpasneHue B cpepe obpasoBaHus, HGPopmMaumm o 6esonacHoMm
noBedeHnUn n ncnonb3oBaHum cetn "UHTepHeT" (nanee -
MeToMNYECKME pekoMeHaaumn).

MeToauyeckne pekomeHaauum HanpaBneHbl Ha Ka4ecTBEHHOE
NOBbILLEHNE YPOBHSA NHAOPMALMOHHON AEATENBHOCTH
obuieobpasoBaTeribHbIX OpraHM3aunini 1 OpraHoB, OCYLLECTBISIHOLLNX
ynpaBrneHue B cchepe obpasoBaHust, B HacTU MHGHOPMUPOBAHUSA
yyallmxcs, nx poantenen (3akOHHbIX NpeacTaBuTenen) u
negarorn4yeckmx paboTHMKOB 06 OCHOBHbIX acrnekTax
MHdOpMaLMOHHON 6e30nacHOCTN.

MeToguyeckue pekoMmeHagaumm no3BonaT obweobpasoBaTenbHbIM
opraHusauusim 1 opraHam, OCyLeCTBASAOWMM ynpaBsneHme B cpepe
obpa3oBaHus, akTyanmanpoBaTb YK€ NCNOSIb3yeMble 1 pa3MeLLEeHHble
NHOPMAaLIMOHHbIE MaTepuarbl, Tak U NOArOTOBUTb MX B Criyvae ux
OTCYTCTBUSA C y4ETOM NYYLLMX NPAKTUK U pEKOMEHAALMNA.

B pamkax meToanyeckmx pekomeHgaumn paccmaTpuBaroTcs
cneayowme NHCTPYMEHTHI:

1. NHPOPMALIMOHHbIE CTEHAbI;
2. ochmumanbHble MHTEPHET-PECYPCh;

3. cpeacTBa MmaccoBon MHGOpMaLMn (LLUKOSTbHbIE ra3eThl,
negarormyeckue nsgaHus n gpyrue).

NHdopMaUNOHHbIE CTEeHAbI



Ha nHdopmMaumoHHbIX cTeHgax B 0buieobpasoBaTeibHbIX
opraHu3auusix, pacrnonoXeHHbIX B pone yuypexaeHmn n B kabuHetax,
OCHALLEHHbIX NepCOHanbHbIMK YCTPOUCTBAMU NS BbiXxoaa B CETb
"MIHTepHeT", pekomeHayeTcs pasMecTUTb MHPOPMaLMOHHbIE
namMAaTKK1, coaepxallume OCHOBHbIE COBEThI N0 obecneYvyeHunto
MHGOPMAaLMOHHON 6€30MacHOCTM yYaLLNXCS.

B npunoxexHnn Ne 1 kK MeTOOUYECKMM PEKOMEHOAUMSAM NPeacTaBneH
oOpaseL, NamMATKN AN pa3MeLLleHns Ha MHAOPMAaLIMOHHbBIX CTEHAAX.

Cpeacrtea maccoBown MHGOpMaLumn

B cpegctBax maccoBon MHpopmaLnn, OpueHTUPOBaHHbBIX Ha
oby4aloLmxcs, pekoMeHayeTcs B TedeHmne y4ebHOoro roga perynsapHo
ny6nmkoBaTb MHOOPMALMOHHbIE MaTepuansl, NOCBSLWEHHbIE
oTAEenbHbIM acnekTam MHdopMaunoHHOM 6e30NacHOCTH, a TakxKe
pasnuyHble NaMATKM obLLero xapakrepa.

B cpegctBax maccoBon MHdpopmMmaLum, OPUEHTUPOBAHHLIX Ha
negarorm4yeckyto obLLecTBEHHOCTb, PEKOMEHOYETCA B TeYEeHMe
KaneHgapHoro roga perynsipHo nyénukosaTb MHPOPMAaLNOHHbIE
MaTepuarsbl, MOCBALEHHbIE OTAEeNbHbIM acnekTaMm MHpOopMaLNOHHOMN
6e30MacHOCTN Kak HECOBEPLUEHHOMNETHUX, TaK U
obweobpasoBaTenbHbIX OpraHM3aumin, a Takke pasfnyHble NamsaTKy,
0630pbl HOPMATUBHO-NPABOBOrO PErynMpoBaHns 4aHHOW cdepbl U
MHOPMaLMIO O akTyasrbHbIX MEPONPUATUAX U COObITUSAX B JaHHOW

cdepe.

B xone nposeaeHna EanHoro ypoka no 6e3onacHocTu B ceTn
"MIHTepHeT" pekoMmeHayeTca obecnevnTb BbINYCK TEMaTUYECKOro
BbINyCcKa cpefcTBa MaccoBon MHdopmMauum nubo cepum nyénukauum,
cpean KOTopbIX pacCMOTPETb OpraHM3oBaHHblE MEPONPUATUS ANA
obyyatomxcs, nx pogutenen (3akoHHbIX NpeacTaBuTenen) u
negarorn4eckon obLecTBEHHOCTMW.

OdmumanbHblie MHTEpHET-pecypchbl
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ObuweobpasoBaTenbHbIM OpraHn3aunaM pekoMeHOyeTCs Ha CBOUX
odunumaneHbix MIHTEpHET-pecypcax obecneunTtb PyHKLMOHMPOBaHME
CaMOCTOATENIbHOIO U cneunann3npoBaHHOro pasgena
"MHdopmaumoHHas 6e3onacHOCTb", B paMKax KOTOpPOro
npegycMoTpeTb pasMelleHune criegyowen nHopmMmaumn:

N | Pasgen/nogpasgen dopmat CopaepxaHne matepuanos
npeacraBneHns
mMaTepuanos
1. | lokanbHble Konunu Pa3meluatotcs konum
HOPMAaTMBHbIE aKTbl | JOKYMEHTOB B AOKYMEHTOB, T.€.
B chepe dopmaTte *PDF CKaHWUPOBaHHbLIN BapuaHT
obecneyeHus AOKYMEHTA,
NHJOPMaLIMOHHOMN COOTBETCTBYHOLLNN
©e3onacHocTH TpeboBaHMAM K
oby4atoumxcs napamMeTpam CKaHUPOBaAHUSI.
PasmeluatoTca JOKYMEHThI,
pernameHTupyouime

opraHu3sauuio n paboTy ¢
nepcoHanbHbIMU AaHHbIMU,
nsiaHbl MEPONPUATUI NO
obecneyeHuto
MHPOPMALIMOHHON
6esonacHocTn
oby4varoLwmxca n gpyrme.

2. | HopmaTtuBHOE Konuu [My6nnkyroTCs akTyanbHble
perynuposaHue OOKYMEHTOB B cBefeHna o peepanbHbIX
dopmaTte *PDF N pernoHarbHbIX 3aKOHaX,

NMcbMax OpraHoB BracTu u
Apyrne HopmMaTMBHO-
NpaBoOBbl€ AOKYMEHTHI,
pernameHTupyowme
obecneyeHne
MHJOPMaLIMOHHON
©e3onacHocTun
HEeCOBEPLUEHHONETHUX.
[lonyckaeTcs BMeCTo KOMNuu
pasmMellaTb rMnepcchbifikn Ha
COOTBETCTBYHOLLME




AOKYMEHTbI Ha canTax
OpraHoB rocyaapCTBEHHOM
BNacTu.

lNeparornyeckmum
paboTHMKam

TekcT Ha
CTpaHuue canta

Konuu
OOKYMEHTOB B
dopmaTte *PDF

Pasmellatotcs
MeToguyeckune
pekoMeHzaumm un
yKasblBaeTca nHdopmMauus
O MEpPONpUATUSX, NPoeKTax
N Nporpammax,
HanpaBfeHHbIX Ha
NoBbILLEHNE
NHPOpPMaLNOHHON
rPaMoOTHOCTU
negarormyecknx
paboTHUKOB.

Ob6yvatowmmces

TekcT Ha
CcTpaHuue canTa

Pa3meLwlaercs
MHJOPMaLMOHHAA NnamAaTKa
(npunoxeHune Ne 2) n
yKasblBaeTca nHopmMauus
0 MepornpuATUAX, NPoOeKTax
N nporpamMmmax,
HanpaBfieHHbIX Ha
NoBbILEHME
MHJOPMaLIMOHHON
rPaMOTHOCTM ODy4atoLLNXCA.

Poautenam
(3aKOHHBLIM
npeacTaBuUTENSM)
oby4atoLmxcs

TekcT Ha
CTpaHuue canta

Pa3meLwlaercs
NHOpPMaLMOHHas namMsTka
(npunoxeHnue Ne 3).

[leTckune
©e3onacHble canThbl

TekcT Ha
CTpaHuue canta

Pa3meluaeTtcsa nHgpopmauums
O PEKOMEHOYEMbIX K
NCNonb30BaHMO B y4EOHOM
npouecce 6e3onacHbIX
canTax, 6aHHepbI
©e3onacHbIX AETCKUX
CaunToB.
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OpraHawm, ocyuiecTensoWwmMM ynpasneHue B cpepe obpazoBaHus,
peKoOMeHAYETCH Ha CBOUX odomumnanbHbiX IHTepHET-pecypcax
obecneunTb PYHKLMOHNPOBAHNE CAMOCTOATENBLHOIO U
cneunanuanpoBaHHoro pasagena "MHdpopmaumoHHasa 6e3onacHocTb",
B paMKax KOTOPOro NpeaycMoTpeTb pasMeLLEHNE cneayoLen
MHGOpMaLmN:

MpunoxeHue Ne 1

NMpunoxeHue 1. NamaTtka pna
obyyvaromxca 06 UH(poOpPMaLMOHHON
Oe3onacHOCTU OeTeu

HEJNb3A

1. Bcem noapsag coobuwatb CBOK YacTHYHO MHdOpMaUuto (HacToswme
nms, bamunuto, TenedoH, agpec, HoMep LLKOIbI, a Takxke
doTorpacumn cBoun, CBoeN cCeMbi U apy3en);

2. OTKpbIBaTb BIIOXEHHbIE ddansibl ANIEKTPOHHOM NOYThI, Koraa He
3Haelwb OTNPaBUTENS;

3. MpybuTb, NnpnanpaTbCs, okasbiBaTb AaBreHWe - BECTU cebs
HEBEXINBO U arpeCCUBHO;

4. He pacnopsixancs geHbramm TBoen ceMbn 6e3 paspeLleHus
CTapLwux - BCcerga crpalumeanm poauTeneu;

5. He BcTpevancsa ¢ IHTepHeT-3HAaKOMbIMU B pearibHOW XXU3HW -
NMOCOBETYMNCA CO B3POCIbIM, KOTOPOMY AOBEpSELLb.

OCTOPOXHO

1. He BCce nuwyT npagy. Ymtaewb o cebe HenpaBay B VIHTepHeTe -
cooOLLM 006 3TOM CBOMM POAMUTESISIM UMM OMNEKyHaM;

2. MNpurnawatoT nepenncbiBaTbCs, UrpaTtb, 0OMeHNBaTbLCS - NPOBEPD,
HeT N NOABOXa;



3. He3akoHHOe konupoBaHue annos B IHTepHeTE - BOPOBCTBO;

4. Bcerga pacckasbiBal B3pocCribiM O nNpobnemax B CETU - OHM Bcerga
NOMOryT;

5. Micnonb3yin HacTporkn 6e3o0nacHOCTN U NPUBATHOCTU, YTODbI He
NoTEPSATb CBOW akKayHTbl B COLCETAX U APYrMX noptanax.

MO>XHO

1. YBaxan gpyrnx nonb3oBarteneu;

2. lNonbayewbca NHTEPHET-UCTOYHUKOM - Aenamn CCbIfIKy Ha Hero;
3. OTKpbIBan TOMNbKO T€ CCbINKN, B KOTOPbIX YBEPEH;

4. O6waTtbcsa 3a NOMOLLbIO B3POCHbIM - POAUTENN, OMEKYHbI U
agMUHUCTpaunsa canToB Bceraa NoMoryT;

5. MNMponan obyyeHne Ha cante "CeTeBUYOK" M NOSy4n nacnopT
umdppoBoro rpaxxgaHuHa!

MNpunoxeHne Ne 2

NMpunoxeHue 2. UHpopmaunoHHas
namMmaTKa ons ooy4varowmxcs ans
pa3smeLleHns Ha opuumanbHbIX
MHTEepPHEeT-pecypcax

C kaxgbiM rogom Monoaexu B MHTepHeTe ctaHoBUTCA bonblue, a
LLUKOJTbHUKN OAHM N3 CaMbIX aKTUBHbIX Nonb3oBaTenen PyHeTa.
Mexay TeM, NOMUMO OFPOMHOIO KONMYECTBA BO3MOXHOCTEMN,
WHTEPHET HeceT K npobnembl. ATa NnamMsaTKa JOMKHA NOMOYb Tebe
©e3onacHoO HaXoOUTbLCS B CETW.

KoMnbroTepHble BUPYChI

KoMnbloTEPHLIN BUPYC - 9TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX
nporpamMm, OTNINYUTESNIbHON OCODEHHOCTBIO KOTOPOM ABNSETCS
CNOCOBHOCTbL K pa3MHOXEHUI0. B oononHeHne K 3ToMy, BUPYCbl MOTYT



NoBPeAUTb UMK NOJTHOCTBIO YHUUTOXUTb BCe danrnbl U AaHHbIE,
NOOKOHTPOJIbHbIE NONb30BaTEN0, OT UMEHM KOTOPOro Obina
3anylleHa 3apakeHHas nporpamMmma, a Takke NnoBpeauTb Unu gaxe
YHUUTOXUTb ONepaumoHHY0 cucteMy co Bcemu doainamm B Lenom. B
OONbLUMHCTBE CNyYyaeB pacnpoCTPaHATCS BUPYCbl YEPE3 NHTEPHET.

MeToabl 3aWnTbl OT BPEOOHOCHbIX NPOrpamMM:

1. V|CI'IOJ'Ib3yI7I coBpeMEHHbIE ornepaunoHHble CNCTEMbI, NMELLNEe
Cepbe3HbIVI YpPOBEHb 3allinTbl OT BPEOAOHOCHbIX NMporpamMmm,

2. [MocToAAHHO ycTaHaBnuBam navT (LmMdposbie 3annaTkn, KOTopble
aBTOMAaTUYECKM YCTaHABNMUBAKOTCS C LieNblo 4opaboTKn nporpaMmmbl) u
apyrme obHOBNEHUsI CBOEN onepaunoHHon cuctembl. CkaumBam nx
TONbKO ¢ odmumnanbHoro camrta paspabotynka OC. Ecnu cywectsyeT
PEXNUM aBTOMaTUYECKOro OOHOBIEHUS, BKIHOYN €r0;

3. PaboTal Ha cBoeM KoMMbloTepe NoAd npaBamu Nofib3oBaTens, a He
agMUHUCTpaTopa. ATO He MNO3BOSIUT BONLLINMHCTBY BPEeLOHOCHbIX
nporpamMm MHCTanNIMpoBaTbCs Ha TBOEM NEPCOHASNTIbHOM KOMMNbIOTEPE;

4. Vlcnonb3yn aHTUBUPYCHbIE NMporpamMmMHble MPOAYKTbl U3BECTHbIX
npounsBoguTenen, ¢ aBTomaTndeckum obHoBneHnem 6as;

5. OrpaHnyb PU3n4ecknin JOCTYN K KOMNbIOTEPY AS151 MOCTOPOHHUX
nnu;

6. Vicnonb3yin BHeLLHWE HoCUTenu nHopmauum, Takme Kak reLlka,
AVCK Unn goansn n3 MHTEpHeTa, TOSbKO N3 NPOBEPEHHbBIX UCTOYHUKOB;

7. He oTKkpbiBa KOMMbOTEPHbIE (Pansibl, NOMNYyYEHHbIE U3
HeHadeXHbIX NCTOYHUKOB. [laxke Te doaunbl, KOTopble npucnan TBoun
3HaKOMbIN. Jly4lle yTOYHWU Yy HEro, oTrnpaensn fm oH Tebe umx.

Cetn WI-FI

Wi-Fi - 3TO He BMA nepenayun AaHHbIX, HE TEXHOMOrUsl, a BCEro Nuilb
O6peHa, mapka. Ewe B 1991 rogy HugepnaHackasi KoMnaHus
3apeructpupoana 6peng "WECA", yto o603Ha4ano



crnosoco4veTaHue "Wireless Fidelity", koTopbI nepeBoanTCs Kak
"OecnpoBogHasi TOMHOCTL".

[1o Hawlero BpeMeHu gowna gpyrast abbpesuartypa, Kotopas
SIBNAETCA Takom e TexHonornen. 1o abbpesnatypa "Wi-Fi". Takoe
Ha3BaHMe OblNO JaHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOW
TexHnkn Hi-Fi, 4To B nepeBoae 03Ha4yaeT "BbICOKas TOYHOCTL".

[a, 6ecnnaTHbIn MHTEPHET-AOCTYN B Kade, oTeENAX 1 aspornopTax
ABNAETCH OTNIMYHOW BO3MOXHOCTbBIO BbiX0oA4a B UHTEPHET. HO MHOorme
aKcnepTbl cunTatoT, YTo obwenoctynHble Wi-Fi ceTn He aBnaloTCcA
©e3onacHbIMM.

CoBeTbl No 6e3onacHocTM paboTbl B 06LeocTynHbix ceTsax Wi-fi:

1. He nepenaBai cBOK NUYHYO MHOopMaunio Yepes obweaocTynHble
Wi-Fi cetn. PaboTtas B HUX, kenatefibHO He BBOAUTbL Naponv
AO0CTyna, NOrnHbI N Kakne-To HoMepa;

2. Ncnonb3yi n 0GHOBNAN aHTUBMPYCHbIE NporpamMmbl 1 BpaHamayep.
Tem cambiM Tbl 06e3onacub cebs OT 3aKkayku BUpyca Ha TBOe
YCTPOWCTBO,;

3. Mpwu ncnonb3osaHmnn Wi-Fi oTkntoum pyHkumio "O0Lwmnm gocTyn K
dannam u npuHtepam”. [laHHasa PyHKUNA 3aKpbiTa N0 YMOMYaHuIo,
O[HaKO HEKOTOpble Nosfb3oBaTeNN akTUBUPYIOT ee Ansa yaobcTea
Mcnosib3oBaHus B paboTte unm yyebe;

4. He ncnonbsyn nyénunyHein WI-FI ona nepegaym nuyHbIX JaHHbIX,
Hanpumep 4ns Bbixoda B coumaribHble CETU UMM B ANEKTPOHHYHO
nouTy;

5. Micnonb3ym TONbKO 3aWmLeHHoe coeanHeHmne Yepes HTTPS, a He
HTTP, T.e. npu Habope Beb-agpeca BBoan MMeHHO "https://";

6. B MmobunbHOM TenedoHe oTkntouun pyHkumio "MogkntoveHme K Wi-
Fi aBTomaTnyeckn". He gonyckan aBTomMaTU4eCKOro NoaKo4eHus
ycTponctea k cetam Wi-Fi 6e3 TBoero cornacusi.



CoumanbHble ceTn

CoumanbHble ceTn akTUBHO BXOOAT B HaLLY XWU3Hb, MHOTME ntoaun
paboTaloT 1 XMBYT TaM NOCTOSIHHO, a B Facebook yxe
3aperncTpupoBaH MunnMapa Yenosek, YTo ABMFeTCHd O4HOU ceabMOou
BCeX Xuteneun nnaHetol. MHOrne nosib3oBatesnin He MNOHUMaLOT, YTO
MHOpPMaLMS, pa3MeLLLEHHas UMKU B coumarnbHbIX CETSAX, MOXET BbITb
HangeHa n Ucnosib3oBaHa KeM YrogHo, B TOM Yucne He obasaTenbHo
c 6rnarmmm HamepeHnamu.

OcHoBHble coBeTbl N0 6€30NacHOCTM B COLManbHbIX CETSX:

1. OrpaHnyb cnncok apysen. Y 1ebs B Apy3bsx HE JOIMKHO BbITb
CllydaunHbIX N HE3HAKOMbIX NIOOEN;

2. 3awmianm cBOK YacTHYIO XU3Hb. He ykasbiBan naponun, TenegoHsbl,
agpeca, gaTty TBOEro poXaeHust n Apyryto JTIMYHY0 MHGOPpMaLNLO.
3NOYMbILUSIEHHUKM MOTYT UCNOMNb30BaTh Aaxe MH(pOopMaLNIO O TOM,
Kak Tbl U TBOW POOUTENM NNIaHNPYyeTEe NMPOBECTU KaHUKYITbI;

3. 3awmuian cBoo penyTaumio - 4epXu ee B YNCTOTe M 3aaBan cebe
BOMpocC: xoTen 6bl Thl, YTOOLI ApYyrMe Nonb3oBaTeNu BUAENMN, YTO Thbl
3arpyxaewb? [Nogyman, npexae 4em 4YTo-To onybrimkoBaTb,
HanucaTb W1 3arpy3nTb;

4. Ecnv Tbl FOBOPWLLIb C NIDABMU, KOTOPbIX HE 3Haellb, HE UCMONb3Y
CBOE pearnbHOe UMS U APYryH NMYHY MHAOPMaLMKN: UMS, MECTO
XXUTENbCTBa, MECTO y4ebbl 1 NpoYee;

5. N3beran pasmelleHus oTtorpadpun B IHTepHeTe, rae Thl
n3obpaxxeH Ha MECTHOCTU, NO KOTOPOM MOXXHO onpeaennTb TBoE
MECTOMNONOXEHNE;

6. Mpu pernctpauumn B coumanbHON ceTn HeobxoaMmMo UCNONb30BaTh
CNOXHble Naponn, coctoswme n3 0yke U LMGP 1 C KONIMYECTBOM
3HaKOB He MeHee 8;

7. Ana counanbHOW CEeTU, NOYTbI U APYrMX canToB HEOHBXoaMMO
Mcnonb3oBaTh pasHble naponu. Torga ecnu Tebst BanomatoT, TO



3JTIOYMbIWNEHHUKWX nony4aTt AO0CTYyn TOJIbKO K OAHOMY MECTY, a HE BO
BCE Cpaay.

ANEeKTPOHHbIE AEHbIU

OIEKTPOHHbIE OEHbLMN - 3TO OYeHb YA0OHbLIN cnocob nnaTexen,
O[HaKO CYLLECTBYIOT MOLUEHHUKN, KOTOPbIE XOTAT MNOSTy4YNTb 3TH
AEHbIN.

SﬂeKTpOHHbIe OEeHbrn noaBuUIINCb coBCcemMm HeaaBHO N UMEHHO U3-3a
9TOro BO MHOrnMx rocygapcrtesax o Cux rop He npornncaHo npo H1UX B
3adKOHax.

B Poccuu e oOHM PYHKLMOHMPYIOT U O HUX YXKe MPOornncaHo B 3aKOHe,
roe ux pasgenstoT Ha HECKOSTbKO BUAOOB - aHOHUMHbIE U He
aHOHUMHble. PasHuua B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPbIX
paspeluaeTcsa npoBoaMTb onepauunn 6e3 ngeHTndukaumnm
nonb3oBaTens, a B HEaHOHUMHbIX MAEHTUdMKALUNSA NOSb30oBaTENS
sBNsieTcs obsizaTenbHON.

Takke cnegyet pasnuyaTb 3N1IEKTPOHHbIE hUaTHbIE AeHbIM (PaBHbI
rocygapCTBeHHbIM BantoTam) U 9N1eKTPOHHbIE HepMATHbIE AeHbIN (He
paBHbI rOCyapCTBEHHbBIM BarnoTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe C ANEKTPOHHBIMU
AeHbramu:

1. MpuBsxn K cHeTy MOBUNBbHBIN TenedOoH. OTO caMbln YO06HLIN 1
ObICTPbIN cocob BOCCTAHOBUTL AOCTYN K cyeTy. [1pnBA3aHHbIN
TenedoH NOMOXeT, ecnu 3abyaellb CBOW NMAaTeXHbIW Naposib Unm
3angellb Ha canT C He3HaKoOMOro YCTPOUCTBa;

2. Vlcnonb3yn ogHopa3soBble naponu. ocrne nepexona Ha yCUNEHHYHO
aBTOpMU3auuio Tebe yxe He ByaeT yrpoxkaTb ONACHOCTb KpaXu nnm
nepexesaTa NfaTeXxHoro nNapons;

3. Bbibepu croxHbin naponb. lNpectynHukam dyaeT He NPOCTo
yragaTtb CNOXHbIW naposib. HagexHble naponu - 3To naponu, KoTopble
cogepxaT He MeHee 8 3HaKOB M BKNOYalOT B Ce0s1 CTPOYHbIE U



nponucHble 6YKBbI, LMPbI U HECKONBLKO CUMBOJIOB, TakMe Kak 3HaK
aonnapa, dyHTa, BocknuuaTenbHbIn 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOU NNYHblE JaHHbIE HA caMTax, KOTOPbIM He
noBepseLlb.

ANEeKTPOHHaA noyTa

QJIEKTPOHHAA no4yTa - 9TO TEXHOSNOIMS U NpefocTaBrisieMble ero
YCIyru no rnepechisike 1 NofyyYEeHUIO 3NIEKTPOHHbBIX COODLLEHNIA,
KOTOpble pacnpenenstoTca B KOMMbOTEPHON ceTu. OBbIYHO
9NEKTPOHHbIN NOYTOBbLIN ALWMUK BbIFSANT cnegyowmm odpasom:
UMA_nonb3oBaTena@ums_aomeHa. Takke KpoMme nepenayvm npocToro
TEKCTa, MMeeTCs BO3MOXHOCTb nepeaasaTtb dansibi.

OcHoBHble coBeTbl N0 6e3onacHom paboTe C ANEKTPOHHON NOYTOMN:

1. Hago BbIGpaTh NpaBuibHbIM NOYTOBLIW cepBUC. B MHTEpHETE ecTb
OrpOMHbIN BbIOOP BecnnaTHbIX NOYTOBLIX CEPBMCOB, OAQHAKO Ny4lule
[OBEPATbL TEM, KOIO 3HaeLlb N KTO NMepPBbIN B PENTUHTE;

2. He ykasbiBaun B NUYHOM No4yTe NNYHY0 nHpopmauumio. Hanpumep,
nyduwe BblbpaTth "My3blkanbHbIM_haHaT@" nnun "pok2013" BMecTo
"Temal13";

3. icnonb3yn aByxaTarnHyo aBTopmsaumio. 3To Korga noMmMmMo
napons Hy>HO BBOAUTb KoAd, npuckiriaemMbln no SMS;

4. Bbibepu crnoxHbi napons. Ons ka)goro noYToBOro silMka OOMKEH
ObITb CBOM HaOEXHbIN, YCTONYMBBIN K B3FIOMY Maporsib;

5. Ecnn ecTb BO3MOXHOCTL HanncaTb CaMOMY CBOM JINYHbLIA BONPOC,
NCMOMb3yn 3TY BO3MOXHOCTb;

6. Aicnonb3yin HECKOSTbKO MOYTOBbLIX ALLMKOB. [1epBbIn AnNs YacTHOM
nepenucku ¢ agpecatamm, KOTOPbIM Tbl JOBEpPSsiEWb. ITO
9MIEKTPOHHbLIN agpec He Haa0 NCMNOoMb30BaTh NPU perncTpaunmn Ha
dopymax n canrax;



7. He oTkpbiBan channbl 1 gpyrue BroXxeHUa B NMCbMax, Aaxe ecnu
OHW MPULLK OT TBOUX ApYy3en. Jlydlle yTOYHM Y HUX, OTNPaBsanu N
OHN Tebe aTn dannsl;

8. [Nocne okoH4YaHUs paboTbl HA NOYTOBOM CepBUCE Nepea
3aKpbITUEM BKIIagKu C canToM He 3abyab HaxaTtb Ha "BbinTtun".

KnbepOynnuHr unm BuptyanbHoe usgeBaTtenbCTBO

KnbepbynnuHr - npecnenoBaHne coobLLEHUAMM, COAEPXKaLLMMMU
ockopbneHus, arpeccuto, 3anyrMBaHue; XyrnmraHcTeo; colunanbHoe
OOMKOTUPOBaHNE C MOMOLLBIO PA3NIUYHBIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKNbepOyNNHIoM:

1. He 6pocancsa B 6on. Jlydwmnn cnocob: nocoBeToBaThCs Kak cebsd
BECTU U, ECNN HET TOrO, K KOMY MOXHO 00paTUTbLCS, TO BHavane
yCnokouTbCA. Ecnu Tbl HAYHELb OTBeYaTb OCKOPBIeHNaAMM Ha
OoCKopOneHuns, TO TONbKO eLle Borblue pa3oxKeLlb KOHMINKT;

2. YnpaBnan cBoen knbeppenyTtaumnen;

3. AHOHMMHOCTb B ceTU MHUMagd. CyLLeCcTBYIOT CNOCOObI BbISICHUTD,
KTO CTOUT 3@ aHOHUMHbIM aKKayHTOM;

4. He cTOnUT BECTU XyNUraHcKnin obpas BUPTYanbHOWN XXU3HW.
NHTepHeT dpukcupyeT BCe TBOW LENCTBUA U COXPaHAET ux. Yaanutb
nx 6ygeT KpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBow BMPTYyarbHY YeCTb CMOSIOAY;

6. IrHopupyn eanHNYHbIN HeraTtue. OgHOpa30BLIE OCKOPOUTENBbHLIE
cooOLeHus nyywe nrHopmposaTb. OObIYHO arpeccusi npekpawaeTcs
Ha HaYanbHOW cCTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU
COOBLLEHNAMU, B cOLMasibHbIX CETSX €CTb BO3MOXHOCTb 6/10KMPOBKHU
OTNpaBKM COOOLLEHWI C onpeaeneHHbIX agpecos;

8. Ecnu Tbl cBMaeTens kKmbepbynnuHra. TBon 4encTBUS: BbICTYNMUTb
NpOTUB NpecriegoBaTens, nokasaTtb eMy, YTO ero 4enCTBUs



OouUueHMBaKTCA HEraTUBHO, NOAAEPXKAaTb XKEPTBY, KOTOpOVI HY’>KHa
ncuxosniormyeckas NOMOLLb, COOBLMTL B3pPOCJIbIM O CbaKTe
arpeccmBHoOro roeeageHmA B CeTu.

MoOunbHbIN TenedoH

CoBpeMeHHble cMapT@OHbI U NNaHwWeTbl cogepxaT B cebe BrnosnHe
B3pOCNbIN PYHKLMOHAS, N TeENepb OHM MOTYT KOHKYpUpOBaTb CO
cTaumoHapHbIMn KoMmnbtoTepamn. OaHaKo, CpeacTB 3allnTbl Ans
NoaobHbIX YCTPONCTB NOKa OYEeHb Maro. TecTupoBaHne 1 NOUCK
YA3BMMOCTEN B HUX NPOUCXOOUT HE TaK MHTEHCUBHO, Kak ans K, To
Xe caMmoe KacaeTcsi U MOBUMbHbBIX MPUITOXKEHNNA.

CoBpeMeHHble MOOUNbHbIE Gpay3epbl yXKe NpakTU4eCcKn AorHanm
HaCTONbHbIE aHaNorM, ogHaKo paclumpeHne yHKUMOHana BreyeT 3a
cobor 60nbLUYK CIOXHOCTb N MEHbLLYIO 3aLULLEHHOCTb.

[laneko He Bce NPOVU3BOAUTENN BbiNycKaloT OOHOBMEHMS,
3aKpblBaOLINE KpUTUYECKUE YA3BUMOCTM A1151 CBOUX YCTPONCTB.

OcHoBHble coBeTbl A4nst 6e3onacHOCTM MOBUITBHOro TenedoHa:

Huyero He siBnsieTcsa no-HacTosuemy 6ecnnatHbiM. Byab ocTopokeH,
Bedb koraa Tebe npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT
ObITb CKPbITbI KaKMe-TO NMaTHbIE YCIYIu;

Hdyman, npexae 4yem otnpaBnte SMS, ¢oTo unmn Buaeo. Tbl TOYHO
3Haelb, rge oHn 6yayT B KOHEYHOM mtore?

Heobxoanmo o6HOBNATL OnepauyoOHHY0 CUCTEMY TBOETO
cMapTdOHa;

Mcnonb3yn aHTMBMPYCHbIE NporpaMmmbl 4151 MOBUbHbBIX TENE(OHOB;

He 3arpyail npunoXeHus oT HEU3BECTHOTO MCTOYHUKA, BElb OHU
MOTIYT colepKaTb BPEJOHOCHOE NporpaMMHoe obecrneyeHue;

[Mocrne Toro Kak Tbl BblM4eLb C canTa, rae BBOAUM NMNYHYIO
MHdOpMaLMIo, 3angmn B HacTporkn bpaysepa n yganu cookies;



I'Iepmop,vlquKM I'IpOBGpFIVI, Kakne rnriatHble YCITyIrn akTuBnpoBaHbl Ha
TBOEM HOMEpPE,;

[laBan cBon Homep MoBunbHOro TenedoHa TONbKO NIAAM, KOTOPbIX
Tbl 3HAELWb U KOMY JOBEpPSELLb;

Bluetooth gosmkeH 6bITb BbIKIOYEH, KOraa Tbl UM He nonb3yelubcs. He
3abbiBan MHOrA4a NPoBEpPSATh 3TO.

Online urpsbl

CoBpeMeHHble OHMaNH-Urpbl - 3TO Kpaco4Hble, 3axBaTbiBalOLLME
pa3BnevYeHns, oobeanHsaLWMe COTHN ThICSY YEerIOBEK MO BCEMY MUDY.
Nrpoku nccnenyoT AaHHbIA UM MUP, 00LWaTCa Apyr ¢ ApYyroMm,
BbIMOMHAT 3a4aHuUs1, cpaXkatoTcsl C MOHCTPaMM U NOMNy4YarT onbIT. 3a
YOOBONbCTBUE OHU NNATAT: NOKYNakoT AUCK, ONfavnBaroT abOHEMEHT
NN NpModpeTaoT Kakme-To OnumK.

Bce a1 cpeacTtea nayT Ha nogaepxaHue U pasBuTne Urpbl, a Takke
Ha camy 6e30MacHOCTb: COBEPLUEHCTBYIOTCS CUCTEMbI aBTOpPU3aLuu,
BbINYCKalOTCHA HOBble NaTyn (UMAPOBbIE 3annaTtku Ansi Nporpamm),
3aKpbIBaOTCS YSI3BUMOCTM CEPBEPOB.

B nogobHbIx nrpax CTouT onacaTtbCA He CTOJIbKO CBOUX COMNEPHUNKOB,
CKOJTbKO KpaXun TBOero rnaposid, Ha KOTopomMm OCHOBaHa CUMCTeMa
aBTOpHU3aunmn OonbLMHCTBA nurp.

OcHoBHble coBeTbl N0 6e30nacHOCTN TBOErO UrpoBOIro akKkayHTa.

1. Ecnu gpyron nrpok Beget ceba niioxo nnu cospaet tebe
HENPUATHOCTK, 3a6NTIOKMPYN €ro B CNINCKE NUIPOKOB;

2. lNoxanynca agMMHUCTpaToOpaMm Urpbl Ha NNoxoe nosefeHne 3Toro
UrpoKa, XenaTesibHO NPUNOXNTb Kakne-To gokasaTenbCTBa B BUAE
CKPWHOB;

3. He ykasbiBan nuyHyo nHopmaumo B npodanne urpsbl;
4. YBaxan Opyrnx yH4acTHUKOB MO Urpe;

5. He yctaHaBnnBaun HeopuumanbHble naTtym n Moabl;



6. Vicnonb3yin crnoXxHble 1 pasHble naponu;

7. [laxxe BO BpemMs Urpbl He CTOUT OTKMOYaTb aHTMBKUpPYC. [oka Thbl
urpaellb, TBOWM KOMMbIOTEP MOTYT 3apasnTb.

PULWLNHT UnNun KpaXxa JINYHbIX AaHHbIX

OB6bIYHOM KpaXXen AeHer n JOKYMEHTOB CErogHs y>Ke HUKOro He
yOUBWLLb, HO C Pa3BUTUEM UHTEPHET-TEXHONOMIN 3110YMbILLNIEHHUKN
NnepemMecTUnnCb B UHTEPHET, N NPOAOSKAT 3aHMMaTbes "nobmumbimM”
Aenom.

Tak nosiBunacb HoBas yrposa: UHTEPHET-MOLLUEHHNYEeCTBa UNn
oULLIMHT, rMaBHas Lenb KOTOPOro COCTOUT B MONMYyYEHUU
KOHoMOeHUNanbHbIX AaHHbIX MOSib30BaTENEN - NOrMHOB 1 Naposien.
Ha aHrnuinckom asbike phishing yntaetca kak puwimHr (ot fishing -
pblbHas nosns, password - Naponb).

OcCHOBHble coBeTbl N0 bopbbe ¢ PULLNHIOM:

1. Cnean 3a cBOMM akkayHTOM. Ecnu Tl nogo3peBaellb, YTO TBOA
aHkeTa Oblna B3fnomaHa, To Heobxoanmo 3abroknpoBaThb ee U
CoO0LWNTbL agMUHUCTPaTOpPaM pecypca 06 3TOM Kak MOXHO CKOpeE;

2. icnonbayn 6e3onacHble Be6-canTbl, B TOM YMCIe, MHTEPHET-
Mara3uHOB M NMOUCKOBbIX CUCTEM;

3. MAicnonb3yin CnoxHble 1 pasHble naponu. Takmm obpasom, ecnu
Teb4a B3nomaroT, TO 3M0YMbILLIEHHUKN NofyYaT AOCTYN TOSbKO K
O4HOMY TBOEMY MPOUIII0 B CETU, @ HE KO BCEM;

4. Ecnn Tebs B3nomanu, To HeobxoauMo npegynpeauTb BCEX CBOUX
3HaKOMbIX, KOTOpble AobaBneHbl y TebS B ApYy3baAX, O TOM, YTO TebS
B3/IOManu 1, BO3MOXHO, OT TBOEro MMeHn dyaeT paccbiiaTbCs cnam u
CCbIJTKM Ha (ODULLNHIOBLIE CaNThl;

5. YctaHoBu HagexHbin naposnb (PIN) Ha MobunbHbI TenedoH;

6. OTKNIYM coxpaHeHne napons B bpaysepe;



7. He oTkpbiBan doannbl U gpyrve BrioXeHuUd B NMCbMax, gaxe ecnm
OHW MPULLNK OT TBOUX Apy3ei. Jlydlle yTOYHM Y HUX, OTNPaBsanu N
OHU Tebe 3TN dhannoi.

LUndpoBas penyraums

LindppoBas penytauus - 3To HeraTMBHasa Unu no3nTUBHas
MHdopmaums B ceTu o Tebe. KomnpomeTupytowaa nHgopmaums,
pasMeLlLeHHasi B MIHTEPHETEe, MOXEeT cepbe3HbiM 00pa3oM OTpasnTbCH
Ha TBOeW pearibHOM Xun3Hu. "Lindpposaga penytauna” - 3To TBOM
NMUOX, KOTOPbIN (QOPMUPYETCSA U3 MHPOopMaLMK O Tebe B MHTEPHETE.

TBOE MEeCTO XUTenbCcTBa, y4ebbl, TBOE (OMHAHCOBOE MOMOXEHME,
0CODEHHOCTM XapakTepa un pacckasbl 0 ONM3KMX - BCe 3TO
HaKannmMBaeTCcs B CETMW.

MHorne noapoCTKN NIErKOMbICIIEHHO OTHOCATCA K NyGnukaumm nMYHom
nHopmauum B IHTepHeTe, He MOHMMAadA BO3MOXHbIX MOCNeACTBUN.
Thbl faXe He CMOXeLlb Joragartbca 0 TOM, 4To dpoTorpadus,
pasMelleHHas 5 neT Hasap, ctana npuYMHON oTKasa NpUHATL TebsA Ha
paboTy.

KommeHTapuu, pasmelleHne TBoux ootorpadoun n gpyrme AemcTeus
MOIYT HE UCHYE3HYTb Aaxe nocre Toro, Kak Tbl UX yaanuuwb. Tbl HE
3Haellb, KTO COXpaHun 3Ty MHopmauuto, nonana fnn oHa B
NOMCKOBbIE CUCTEMbI N COXpaHWUIIach Jin OHa, a rNaBHoe: YTO
nogymatot o Tebe okpyxatowme nogn, KoTopble HangQyT U yBUAOAT 3TO.
Hantun nHgopmauuto MHOro neT CnycTsi CMOXET tobon - Kak 13
AoBpbIX NOBYKAEHUN, TaK U C HAMEPEHMEM NPUYNHUTL Bped. JTO
MOXET ObITb KTO YrOA4HO.

OcHOBHble COBEThI M0 3aLUUTe LMPOBOIN penyTaumm:

1. Mogyman, npexae 4em YTo-To Ny6rmkoBaTb N NepenasaTth y cebs B
©rore unun B couunanbHOWM CeTU;



2. B HacTpownkax npodmns ycTaHOBU OrpaHUYeHnst Ha NpoCMOTP
TBOEro nNpouns n ero CoaepXXnMmMoro, caenan ero Tonbko "ans
Apy3sen”;

3. He paameluan n He ykasbiBan MHOPMaLUIO, KOTOpPad MOXET KOro-
nnbo ockopbnaTb nnn obuxaTb.

ABTOpCKOe npaBo

CoBpeMeHHbIe LLUKONMbHUKN - aKTUBHbIE NONb30BaTeNnu LMdpPoBOro
npoctpaHcTea. OgHaKo ganeko He BCe 3HaKT, YTO NoJfb30BaHue
MHOIMMM BO3MOXHOCTSIMU LMGOPOBOro Mupa TpedyeT cobntogeHus
NpaB Ha MHTENNEeKTyanbHyl COOCTBEHHOCTb.

TepMuH "MHTENNeKkTyanbHasi COOCTBEHHOCTb" OTHOCUTCS K
pasnnyHbIM TBOPEHUSM YeroBe4YeCcKoro yma, HauymHas ¢ HOBbIX
N300peTeHNN 1 3HaKoB, 0603HaYaoLWNX COOCTBEHHOCTb Ha NPOAYKThI
N yCcnyru, n 3akaHumBas kKHuramu, potorpadpumsamm, KUHOPUIIbMaMu n
MY3blKanbHbIMW NPOU3BELEHUAMMN.

ABTOpCKUE rnpasa - 3TO NnpaBa Ha MHTENSEKTyarnbHYy0 COOCTBEHHOCTb
Ha Npoun3BeeHns HayKn, nnTepaTypbl N UCKyccTBa. ABTOPCKME npasa
BbICTYMatoT B KA4eCTBE rapaHTUuM TOro, 4To
NHTEeNNeKTyanbHbIN/TBOPYECKUA TPy aBTopa He ByaeT HanpacHbIM,
AacT emy cripaBefiMBble BO3MOXHOCTU 3apaboTaTb Ha pesynbTtaTax
CBOEro Tpyaa, NonyyYnTb U3BECTHOCTb U Npu3HaHue. H1KkTo 6e3
paspeLleHns aBTopa He MOXeT BOCMNPOM3BOAUTL ero nponseseaeHue,
pacnpocTpaHaTb, NyBANYHO 4EMOHCTPUPOBAThL, NpoaasaTb,
MMMNOPTUPOBATL, NycKaTb B NpokaT, Ny6sIMYHO NCNOMNHATD,
nokasblBaTb/UCMONHATL B adompe unu pasmewatb B IHTepHeTe.

Mcnonb3oBaHme "nupaTckoro" nporpaMmMHOro obecneyeHms MoxeT
NPUBECTU K MHOTMM pUCKaM: OT NOTEPM AaHHbIX K TBOUM akkayHTam
A0 ONOKMPOBKW TBOErO YCTPONCTBA, rAe yCTaHOBNeHa HeneranbHasa
nporpamma. He ctout Takke 3abbiBaTb, YTO CYLLLECTBYIOT ferasnbHble
n 6ecnnaTHble NporpaMmmbl, KOTOPbLIE MOXHO HAWUTU B CETU.

O nopTane



CeTeBUYOK.pd - TBOM rMaBHbLIN COBETYMK B CETU. 30ECh Thl MOXELLb
y3HaTb 0 6€30MacHOCTN B CETU MOHATHBLIM U AOCTYMHbIM SI3bIKOM, a
NpPW BO3HUKHOBEHUN KPUTUYECKOW CUTYaLmMn oBpaTUTbCS 3a COBETOM.
A Takke NpPUHATL y4aCcTue B KOHKypcax U ctaTb CamMbiM LUEPOBbLIM
rpakgaHmHom!

MpunoxeHune Ne 3

NMpunoxexue 3. NamaTka gna
poauTtenen o6 nHcpopmMaLMOHHOMN
Oe3onacHOCTU OeTeu

OnpepeneHune TepmuHa "MHdopMaunoHHas 6esonacHocTb geten”
coaepxutcsa B PegepanbHom 3akoHe Ne 436-P3 "O 3awmnTe geteun ot
NHOPMaLIUK, MPUYMHAIOLWEN Bpea NX 340P0BbLI0 U pasBuUTuio”,
perynupyoLwmm OTHOLLEHWS, CBA3aHHbIE C 3alMTON OETEN OT
MHdOPMaLN, NPUYNHAIOLLEN BPeS, UX 300POBbIO U (MNN) pasBUTUIO.
CornacHo gaHHOMY 3aKoHY "MHopMmaunoHHaa 6e3onacHocTb aeTen”
- 9TO COCTOSAHME 3aLUULLIEHHOCTH, MPU KOTOPOM OTCYTCTBYET PUCK,
CBSAA3aHHbIN C MPUYMHEHMEM MHPOPMaLMEN Bpeaa X 340P0OBbLIO U
(nnun) onanyeckomy, NCUXMYECKoMy, AYXOBHOMY, HPABCTBEHHOMY
pasBUTUIO.

B cuny ®epepansHoro 3akoHa Ne 436-O3 nHdopmauuen,
NPUYMHAIOLWEN Bpea 300P0BLI0 U (UNN) pa3BUTUIO AeTeN, ABNAETCS:

1. nHdbopmaLms, 3anpeLleHHas ansa pacnpocTpaHeHnsa cpeau AeTen;

2. HpopMmaLUs, pacnpoCTPaHEHNE KOTOPOWN OrpaHNYeHo cpeau
aeTeln onpeaeneHHbIX BO3PacTHbIX KaTeropuin.

3. K nngpopmaunu, 3anpeLieHHon ans pacnpocTpaHeHus cpeaun
neten, OTHOCUTCA:

4. nndopmaums, nodyxgatowas geTen K CoBepLIeHN0 OENCTBUN,
NpeacTaBnsoLWNX Yyrpo3y NX XK1U3Hn u (Unun) 34opoBbIo, B T.4.
NPUYMHEHUIO Bpeaa CBOEMY 340POBb, CAMOYOUNCTBY;
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5. cnocoBbHOCTL BbI3BaThL Yy AeTel XKenaHme ynotpeduTsb
HapKoTUYecKkne cpeacTBa, NCMXOTPOMHbIE N (UNKM) OAypMaHMBaloLLME
BellecTBa, TabayHble N34enusl, ankoronbHy 1 CIMPTOCOAEPKALLYHO
NPOAYKLUMIO, MMBO W HAMWUTKN, U3roTaBfMBaeMbI€ HA €0 OCHOBE;
NPUHATb y4acTue B a3apTHbIX Urpax, 3aHUMaTbCS NPOCTUTYLMEN,
OpoAsKHUYECTBOM UM NONPOLLIANHNYECTBOM;

6. 060CHOBbLIBaOLWAs UNK onpasabliBatoLias 4ONYCTUMOCTb HACUNNA U
(nnun) xecTokoCcTn NMBO NobyxaatoLias OCyLLECTBATb
HaCUNbCTBEHHbIE OENCTBUS NO OTHOLUEHUIO K NIIOAAM W XXUBOTHbLIM;

7. oTpuuarLasa ceMenHble LLleHHOCTU N POpPMUPYIOLLAa HeyBaXKeHune
K poautenam un (unn) opyrum 4sieHam cemMbi;

8. onpaBabiBatoLlas NpOTUBOMNPaBHOE NOBEAEHUE;
9. cogepxawasi HeLeH3ypHyto bpaHb;
10. cogepxkallasa nHdopmMmaunio nopHorpaduyeckoro xapakrepa.

K nHgopmaunm, pacnpoctpaHeHne KOTOpOon OrpaHnYeHo cpeaun aeten
ornpeneneHHoro Bo3pacrta, OTHOCUTCH:

1. NHpopMauus, npeacrTaBnseMas B Buae n3obpaxeHus nnm
OMMCaHNSA XXeCTOKOCTN, PU3NYECKOTO U (UNN) NCUXNYECKOTO Hacunus,
NpPecTynsIeHNA U MHOMO aHTUOOLLLIECTBEHHOIO LENCTBUS;

2. BbI3blBaloLas y AeTeN cTpax, y>Kac Unm naHuky, B T.u.
npeacTaBnsemMasi B Buae n3obpaxeHms nnim onncaHns B yHUXatoLen
YyerioBeYyeckoe JOCTOMHCTBO popMe HEHACUNBLCTBEHHOW CMEPTH,
3aboneBaHus, camoybnmncTea, HeCHaCcTHOro criyyasi, aBapum unm
KaTacTpodbl 1 (MIn) X NocnencTBuu;

3. npeactaBnaemMas B Buae n3obpaxxeHnsa uim onncaHnsa nosioBbIx
OTHOLUEHUN MeXAY MY>XYMHOWN U XKEHLLNHOMN;

4. cogepxawasa bpaHHbIE CroBa U BbIpaXXeHUS, HE OTHOCALLMECS K
HeLeH3ypHou 6paHu.



C yyeTtom atoro Bam npegnaratotcs npasuna paboTsl B CETU
NHTepHET Ans pa3nuyHbiX BO3pPacTHbIX KaTeropuin, cobnogeHue
KOTOpPbIX NO3BONIUT 0DecnevynTb MHPOPMaLMOHHY0 BE30NacHOCTb
BalLMX OeTen.

O6wue npaBuna gna poauTenen

1. HezaBuncumo oT Bo3pacTta pebeHka UCnonb3ymnTe NporpaMmMHoe
obecneyveHune, nomoratowee hunbTPoBaTb U KOHTPONNPOBATb
MHJPOpMaLMIO, HO He nonaranTech NOJSIHOCTLIO Ha Hero. Bale
BHUMaHME K pebeHKy - rnaBHbI METOA 3aLUMThI.

2. Ecnun Baw pebeHoK MeeT akkayHT Ha O4HOM U3 couManbHbIX
cepsucos (Livedournal, blogs.mail.ru, vkontakte.ru n 1.n.),
BHUMATESNbHO U3y4yunTe, Kakyo MHOopMaLMIo NOMELLAKOT ero
y4aCTHUKM B CBOUX Npodhunsx n 6norax, Bknoyas gotorpadpumn m
BUAEO.

3. [MpoBepbTe, C KAKUMU OPYTMMU CaTaMn CBA3aH coLmarnbHbIn
cepsuc Bawero pebeHka. CTpaHnykm Bawero pebeHka MoryT 6bITb
B6e3onacHbIMK, HO MOTYT M COAePXaTb CCbINIKM Ha HeXenaTenbHble U
ornacHble canTbl (HaNpUMep, NOPHOCANT, UK CanT, Ha KOTOPOM ApPYr
ynOMWHAET HoMep coToBOro TenedgoHa Bawero pebeHka nnn Baww
AoMaLLHMIA agpec).

4. MoowpsanTte Bawwnx geten coobuate 060 BCeM CTpaHHOM UMK
OTTankKnealwLWeEeM N HE CINULLKOM OCTPO pearnpymTte, Korga oHn 9To
aenatoT (13-3a onaceHnsa NOTepATb 4OCTYN K MHTEpHEeTy OeTu He
rOBOPAT poanTensam o npobrnemax, a Takke MOryT HayaTb
ncnosnb3oBaTb VIHTEPHET BHE JOMa U LUKOSbI).

5. byabTe B Kypce ceTeBou Xu3Hn Baluero pebeHka. VIHTepecyinTecs,
KTO UX 4py3bs B IHTEpPHET Tak Xe, Kak MHTepecyeTeChb pearbHbIMU
ApY3bsSMU.

Bo3spacTt ot 7 oo 8 ner



B NHTepHeTe pebeHoK cTapaeTcst NOCETUTb T€ UM UHbIE CanThl, a
BO3MOXHO W YaThbl, pa3peLlleHne Ha NoceLleHne KOTOPbIX OH He
nony4un 6bl oT poautenen. Noatomy pogntensiMm oCo6eHHO NONE3HLI
OyayT Te OTYEThI, KOTOPLIE NPEeAOCTaBMATCA NporpaMmmamu rno
orpaHun4eHunto ncnosnb3oBaHnsa NHTepHeTa, T.e. Pogntensckun
KOHTPOSb UMK TO, YTO Bbl CMOXETE YBMOETb BO BPEMEHHbLIX dhannax.
B pesynbTtaTte, y pebeHka He OyaeT oLlyLLeHUs, YTO 3a HAM BeOeTCs
NOCTOSIHHbIA KOHTPOMb, OQHAKO, poauTenn dyayT no-npexHemy 3HaTb,
Kakue canTbl nocewaeT nx pedeHok. [letn B JaHHOM Bo3pacTte
obnagatoT CUrbHbIM YYBCTBOM CEMbW, OHU JOBEPYUMBLI U HE
coOMHeBatoTcs B aBToputeTax. OHU nobaT urpaTtb B CETEBLIE UTPbI K
nyTewecTBoBaTb NO VIHTEPHETY, NCMOSb3YH SNEKTPOHHYIO NOYTY,
3ax0QuTb Ha CanTbl N YaTbl, HE PEKOMEHOOBaHHbIE POAUTENSIMM.

CoBeTbl N0 6e3onacHocTu B ceTn IHTepHeT ansa aeten 7-8 net

1. Co3panTe cnMcok goMallHuX npasun noceweHuns MIHTtepHeTa npu
ydyactum geten n tTpebynte ero BbliNOMHEHUA.

2. TpebynTe oT Bawero pebeHka cobnoaeHns BpEMEHHbIX HOPM
HaxoXOeHus 3a KOMNbITEPOM. [NokaxuTe pebeHky, 4YTo Bbl
HabniogaeTe 3a HUM He NOTOMY YTO Bam 3To xo4veTcs, a NOTOMY 4YTO
Bbl 6ecnokonTtechb 0 ero 6e3o0nacHOCTU 1 Bcerga rotoBbl €My NOMOYb.

3. KomnbtoTep ¢ nogkntodeHnem K IHTepHeTy AormKeH HaxoauTbCs B
obLen KomHaTe nog NPUCMOTPOM poanUTESNEN.

4. Vicnonb3ynTe cneumarnbHble eTCKMEe NMOUCKOBbIE MaLUUHbI,

5. Ucnonb3yinte cpeactea GroOKMPOBaHUS HEXENaTenbHOro KOHTEHTa
Kak QOMNoSTHeHWe K CTaH4apTHOMY PoantenbCKoOMy KOHTPOSHO.

6. Co3gante ceMenHbIN SNEKTPOHHbIN ALLNK, YTOObI HE MO3BONUTL
AeTsiM MMeTb COOCTBEHHbIE agpeca.

7. bnokupynte gocTyn K cantam ¢ 6ecnniaTtHbIMU MOYTOBbLIMU
ALLMKaMN C MOMOLLbIO COOTBETCTBYIOLLENO NMPOrpaMMHOro
obecneyeHus.



8. MNMpuyunTte geten cosetoBaTbCs ¢ Bamun nepen onydnmMkoBaHneM
Kakon-nmbo nHdopmauunm cpeactsammn S51IEKTPOHHOM NOYThI, YaTOB,
perncTpaunoHHbIX opM 1 Npodunen.

9. HayuuTe geten He 3arpyxaTtb pannbl, nporpamMmmbl UM My3blky 6e3
BaLlero cornacwus.

10. He paspeluante geTam ncnonb3oBaTb CNyXObl MTHOBEHHOIO
obmeHa coobLeHnamu.,

11. B "Genbin" cnncok canTtoB, paspeLleHHbIX Ansi NoCeLlleHuns,
BHOCUTE TOJIbKO CalTbl C XOpoLlen penyTtaumen.

12. He 3abbiBanTe becegoBatb ¢ geTbMn 00 X Apy3bsaX B
NHTepHeTe, kak ecnun Obl peydb Wra 0 ApY3bsiX B pearibHOM XU3HM.

13. He genante "taby" n3 BONpoCcoB NOMOBOM XNU3HW, TaK KaK B
NHTepHeTe geTn MOryT fierko HaTKHyTbCS Ha NopHorpagoumio unm
cauTbl "Ons B3pocnbix".

14. MNpunyunte Bawero pebeHka coobwatb Bam O Nobbix yrpo3ax unm
TpeBorax, cBaA3aHHbIX ¢ MIHTepHeTOM. OcTaBanTeCb CNOKOMHbBIMU U
HanNoOMHUTE AEeTAM, YTO OHM B 6e30nacHOCTK, ecnu caMmm pacckasanu
BaM O CBOUX TpeBorax. [loxsanunte nx n nocoBeTyute NOAONTH eLle
pa3 B N0406HbLIX criyyasx.

Bo3pacT aeten ot 9 o 12 ner

B naHHOM BO3pacTe geTu, Kak NpaBuio, y>Ke HacsbllwaHbl O TOM,
Kakas nHpopmauma cyuiectsyeT B MHTepHeTe. CoBepLUEHHO
HOPMarsbHO, YTO OHWU XOTAT 3TO YBMAETb, MPOYECTb, YCrblwaTb. [1pu
9TOM HYXXHO MOMHUTb, YTO OOCTYN K HeXenaTenbHbiM MaTtepuanam
MOXXHO Nnerko 3abnokMpoBaTb Npy NOMOLLKM cpeacTs Poautensckoro
KOHTpOnS.

CoBeTbl N0 Oe3onacHocTu Ana geten ot 9 oo 12 ner

1. Co3pganTe cnncok AoMaLlHUX nNpaBui NoceLleHnst IHTepHeT npu
yyacTum geten u TpebyiTe ero BbiMNOMHEHUS.



2. TpebynTe oT Bawero pebeHka cobnogeHns HOpM HaxoXaeHus 3a
KOMMbIOTEPOM.

3. Habntogante 3a pebeHkoM npu paboTe 3a KOMMbIOTEPOM,
nokaxxuTte emy, 4To Bbl 6ecnokonTtechb o ero 6e3onacHoCTM 1 Bcerga
roTOBbl OKa3aTb €My NOMOLLb.

4. KomnbloTep ¢ noakniodeHnem B MIHTepHET JOMKeH HaXOAUTLCS B
o0OLlen kKoMHaTe noj NPUCMOTPOM PoAUTENEN.

S. |/|CI'IOJ'Ib3yI7ITe cpeactea 6J'IOKI/IpOBaHI/IF| HeXenaTeJyiIbHOIro KOHTEeHTAa
KakK OonoJiHeHne K CtfaHgapTHOMY PO,EI,MTeJ'IbCKOMy KOHTPOIJHO.

6. He 3abbiBanTe NnpuHMMaTb HENOCPEACTBEHHOE y4acTUE B XXU3HU
pebeHka, 6ecegoBaTb ¢ AeTbMKU 06 X Apy3bsix B IHTEpHeTE.

7. HactamBariTte, 4ToObl 4€TN HUKOTAA He corfallanmcb Ha NUYHble
BCTPEeYn C Apy3baAMU No NHTEpHeTY.

8. [No3BonanTe getam 3axoguTb TONbKO Ha canTbl 3 "Genoro” cnucka,
KOTOpbIW CO34anTe BMECTE C HUMMW.

9. MNMpuyunte geTen HUKOr4a He BblgaBaTh NIMYHYIO MHPOPMaLINIO
cpeacTBamMu 3MeKTPOHHOW MOYThbl, YaTOB, CUCTEM MIHOBEHHOIO
obmeHa coobLLEHNAMN, pErMCTpaLMOHHbBIX OPM, NNYHBIX Npodunen
N Npu perncTpauumn Ha KoHKypcbl B IHTEpHeTe.

10. MNpuyunTe geten He 3arpyxaTb nporpammel 6e3 Baluero
paspelieHnsa. OBbsACHUTE MM, YTO OHM MOTYT CyYanHoO 3arpy3nTb
BUPYCbl UITN Opyroe HexernarteribHoe nporpaMmMHoe obecneveHue.

11. CospganTte Bawemy pebeHKy orpaHMyYeHHyH y4eTHYH 3anuchb ans
paboTbl HA KOMMNbIOTEpPE.

12. MNpunyunte Bawero pebeHka coobuwate Bam O NobbIX yrposax nnim
TpeBorax, CBA3aHHbIX C MIHTepHeTOM. HanomMHuTEe OEeTSIM, Y4TO OHM B
6Ge3onacHOCTU, ecriv caMmn pacckasann BaMm O CBOMX TpeBorax u
ornaceHusx.

13. Pacckaxxunte getam o nopHorpadumn B IHTepHeTE.



14. HacTtamBanTe Ha TOM, YTOObI 4ETU NPeoCTaBNAnM BaM OOCTYN K
CBOEW 3NEKTPOHHOW NnoyTe, YToObl Bbl YOEeaUNUChb, YTO OHWN HE
obLwatoTca ¢ He3HaKOMLUAMMW.

15. O0bACHUTE OETAM, YTO HEMb3S UCMOSb30BaTb CETb ANS
XynnraHcTBa, pacripoCTpaHeHUA CriJyieTeH Uiin yrpoas.

Bo3pacT aeten ot 13 go 17 nert

B 3TOM BO3pacTe NnoapoCTKN akTUBHO UCMOSb3YIOT MOUCKOBbIE
MaLUMHbI, MONb3YKTCA ANIEKTPOHHON NOYTOU, Criy>KbamMu MrHOBEHHOIO
obmeHa coobLLeHNAMN, CKaumBatoT My3blKy U ouUnbMbl. Manbymkam B
9TOM Bo3pacTe 6orbLue No HpaBy cCMeTaTb BCe OrpaHNYEHNs, OHU
XaxayT rpyboro tomopa, asapTHbIX Urp, KAPTUHOK "4nsa B3pochnbIX".
[eBo4ykn npegnoymTatoT obLaTbCa B YaTax, npu 9TOM OHU ropasao
BGonee YyBCTBUTENbHbI K CEKCYanbHbIM AOMOraTenbCcTBam B
NHTepHeTe.

3a4acTylo B JJaHHOM BO3pacTe poanTeENAM yXe BeCbMa CrOXHO
KOHTPONMpPoOBaTb CBOUX AETEN, TaK Kak 00 IHTepHeTe OHM yXXe 3HalT
3Ha4YNTENbLHO DOSbLUE CBOUX poauTenen. Tem He MeHee, He
oTnyckante geten B "cBobogHoe nnasaHue" no VIHTepHeTy.
CtapanTtecb akTMBHO y4acTBOBaTb B 00LLEHNM pebeHka B IHTepHeTeE.

BaxxHO no-npexxHemy cTporo cobntogatb npasuna NHTepHeT-
BGe3onacHOCTU - cornalleHne mexay poantensamun n getomu. Kpome
TOro, HeOBXOAMMO KaK MOXHO Yalle NnpocMaTpmBaTh OTYEThI O
aeaTenbHocTu aeten B MHTepHeTe. Cnegyet obpatntb BHUMaHME Ha
HeobX04MMOCTb COAepPXXaHNA POANTENBbCKUX Naponen (naponen
aAMUHUCTPATOPOB) B CTPOroM CeKpeTe N obpaTuUTb BHUMAHWE Ha
CTPOrocTb 3TUX Maposieun.

CoBeTbl N0 6e3onacHOCTK B 3TOM Bo3pacTte oT 13 go 17 net

1. CosganTe Crnmcok goMallHuX npasun rnoceweHus IHTepHeTta npu
y4acTumn nogpocTKoB 1 Tpebyinte 6e3yCrioBHOIoO ero BbINMOSHEHWS.
O6roeopuTe ¢ pebeHKOM CNUCOK 3anpeLleHHbIX canToB ("4YepHbIN



cnncok"), Yacel paboTbl B VIHTepHeTe, pyKOBOACTBO MO OOLLEHUIO B
NHTepHeTe (B TOM 4ncre B 4aTax).

2. KoMnbloTep € NoakritoyeHnem K cetn MIHTepHeT OomKeH
HaxoOuTbCA B OOLLEN KOMHATE.

3. He 3abbiBanTe 6ecenoBaTb ¢ 4eTbMU 06 UX OpYy3bsx B MIHTEpHeETE,
O TOM, YEM OHU 3aHATLI Taknm obpasom, ByaTo pedb MAET O APY3bAX
B peanbHOU Xn3HK. CnpalumBanTe o nasax, C KOTOpbIMU AeTU
obLatoTcs nocpeacTBOM Cny>KO MrHOBEHHOrO 0O6MeHa COOOLLIEHUSIMU,
4TOObI YOEeanTbCs, YTo 3TN NOAN UM 3HAKOMBI.

4. icnonb3ynTe cpencrtaa ONOKMPOBaHUS HeXenaTenbHOro KOHTEHTa
Kak JOMOSTHEeHWe K cTaHgapTHOMY PoanTenbCckoMy KOHTPOITHO.

5. Heobxoanmo 3HaTb, KakumMm Yatamum Nonb3ytoTcsa Bawwm getw.
[MoowpsnTe ncnonb3oBaHMe MOLEPUPYEMBbIX YATOB U HacTanBauTe,
4YTOObI AETU HE ObLWanncb B NPUBaTHOM peXume.

6. HactamBanTe Ha TOM, YTOObI 4ETN HUKOrAa He BCTpevanuch fIMYHO
C Apy3bamMu U3 cetn VIHTepHer.

7. MNpuyunTte geten He BblaaBaTb CBOO NIMYHYHO MHOPMaLNIO
cpeacTBaMu 3NeKTPOHHOW MoYThbl, YaToOB, CUCTEM MIHOBEHHOIO
obmMmeHa coobLeHNAMU, permcTpaumoHHbIX POpM, NTINYHBIX Npodunen
N Npwn perucTpaumm Ha KoHKypcbl B IHTepHeTe.

8. MNMpuyunTte geTen He 3arpyxaTb nporpammbl 6e3 Bawlero
paspeLleHnsi. O6GbACHUTE UM, YTO OHU MOTYT CIlydanHO 3arpy3uTb
BUPYCbl NN Opyroe HexernatenbHoe nporpaMmMHoe obecneveHue.

9. MpuyunTte Bawero pebeHka coobaTb BaM 0 ftoObIX yrpo3ax unu
TpeBorax, cBA3aHHbIX ¢ IHTepHETOM. HanoMHUTe AeTsM, YTO OHU B
BGe3onacHOCTK, ecrnn caMn pacckasanu Bam, 0 CBOUX yrpo3ax unm
TpeBorax. [loxBanute nx u NOCOBETYNTE NOAOMTU eLle pa3 B
NoaoBHbIX criyvasx.

10. Pacckaxunte getam o nopHorpadum B IHTepHeTe. [lomornte um
3aWMNTUTLCA OT cnama. Hayyute NnogpoCcTKOB HE BblaaBaTh B



NHTepHeTe cBOero peanbHOro anekTPoOHHOro agpeca, He oTBeYaTth Ha
HeXenaTesibHble MMCbMa N UCNOSb30BaTh CneunanbHbie NOYTOBbIE
dounbTpbI.

11. MpunyymnTe cebst 3HAKOMUTLCA C cCanTaMu, KOTopble noceLaroT
NOAPOCTKN.

12. Hayunte geten yBaxkatb APYrnx B UHTEPHETE. Yb6eauTech, 4To
OHW 3HAKOT O TOM, YTO NpaBusia XOPOLLEro noseaeHNa 4eNCTBYOT
Be3ae - Jaxe B BUPTyanbHOM MUpE.

13. O6bACHMTE OETAM, YTO HU B KOEM Clydae Hemnb3s UCMoNb30BaThb
CeTb Ons XynuraHcTea, pacnpocTpaHeHUs CnieTeH Unu yrpos Apyruv
noasam.

14. ObcyauTe ¢ nogpocTkammn NnpobnemMbl CeTEBbIX a3apTHbIX UMP U NX
BO3MOXHbIN pUCK. HanoMHUTe, 4TO AETN HE MOTYT UrpaTb B 3TN UrPbI
COrnacHO 3aKOHY.

[MOCTOSIHHO KOHTpPONMPYNTE Ncnonb3oBaHne NHTepHeTa Bawwmm
pebeHKkoM! DTO He HapyLleHMe ero JIMYHOro NPOCTPaHCTBa, a Mepa
NPeaoCcTOPOXHOCTU U NMposiBrieHne Baluen poautenscKom
OTBETCTBEHHOCTU 1 3a00ThlI.

[Mncbemo MunHobpHayku Poccum ot 14.05.2018 Ne 08-1184

O HanpasneHun nHgopmaumnm

© Matepuan n3 CnpaBoyHomn cuctemol «ObpaszoBaHue».

MogpobHee: https://1obraz.ru/#/document/99/557521968/ZAP2DV23J
S/?0of=copy-47ac8leObf


https://1obraz.ru/#/document/99/557521968/ZAP2DV23JS/?of=copy-47ac81e0bf
https://1obraz.ru/#/document/99/557521968/ZAP2DV23JS/?of=copy-47ac81e0bf

