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. |
HonuTuka uHGOpMALHOHHOH 0€30MaCHOCTH

MBOY «'umua3zus» n.r.1. borareie Caobl |

1. O0uIne moJI0KeHus!

1.1. Tlomuruka wuHbOpMarmonHoil 6GesomacHocTd (nanee — Ilomutmka IB)
MBOY «'uMuaszusi» n.r.7. borareie Caobl (nanee — IMHa31s) ONpPeNENAET UEed 1
3a7a49¥ CUCTEMBI obecrieueHnsT HHPOPMAIIMOHHON 0€30IIaCHOCTH ¥ yCTaHABIMBAET
COBOKYIIHOCTh TIPaBWJI, TPeOOBaHWH H PYKOBOJAIIMX NPUHIHIIOB B obnactu
nH(GOpMaIMOHHON 0€3011aCHOCTH, KOTOPBIMU PYKOBOJCTBYETCS I'mMHa3us B CBOEH
e TEBHOCTH.

1.2. Tlonutuka WB yuWTHIBAaeT COBPEMEHHOE COCTOSHME M Ommkaiiume
ITepCTIEKTHBEl PasBUTHS UH(QOPMALMOHHBIX TEXHOJIOTHH B FHMHasnn LEIIH,
3alauyd M MPaBOBbIE OCHOBBI MX OKCILTyaTallUH, PEKUMBI @yHKHHOHI/IpOBaHI/Iﬂ a
TaK)Ke CONEPKUT aHaau3 yrpo3 Oe30macHOCTH Ui 061;61(1‘103 U CyOBEKTOB
uH(GOPMAIIOHHBIX OTHOIIEHMH [ MMHA3HH.

1.3. O6ecnedyenre UHGOPMAIUOHHOU OE30IIACHOCTH BKIIOYAeT B cebs TF00YIO0
NesSTeNbHOCTb, HAIPaBJICHHYIO Ha 3alUTy HHPOPMAIIHH. |

1.4. W udopmanroHHas 0e30T1acCHOCTh ['mmBazuy, 3aKIFO9ACTCS B
HEYKOCHUTENIEHOM COOIIIOZIECHUH BCEMH COTPYAHUKAMU ['uMHa3uU TpeGoBaHuH 1
IPHUHIMITOB, H3T0KeHHBIX B [Tomuruke Ub. |

1.5. Paszpaborka Ilommruku b, BHeceHMe H3MECHEHMH M OOLIMA KOHTPONb
BBIIIOJIHEHMS TpPeOOBaHUA IO 00ECIEUEHHIO HH(bopMauHOHHon 0e301acHOCTH
['UMHa3MK OCYIIECTBIsIeTCs | MMHa3Heid.

1.6. Tlomutuka WB sBasieTcs METOILOJIOTHYECKOM OCHOBOM JULst oOecrieueHus
pexuMa HWHPOPMALMOHHOM  O€30MacCHOCTH,  CIIY>KUT pYKOBOJ_ICTBOM npu
pa3paboTKe COOTBETCTBYIOMIMX IOJIOKEHHU, TPABHUIL, I/IHCprKHI/IH

1.7. Bce corpynuuku ['MMHa3uu OTBETCTBEHHBI 3a o6ecneqeiHHe BBITIOJTHEH NS
TpeGoBanuii WHGOPMAIUOHHOH 0€30I1aCHOCTH, ompefeNseMsIX B HACTOSIIEH
IMomutuke Ub.




1.8. Tlonutuka Wb pa3paboTana Ha OCHOBE HOPMATUBHBIX U PACHOPAIUTEIbHBIX
JIOKYMEHTOB B  oOmactu  uHGOpMAIMOHHON  Oe3omacHocTH  Poccuiickoit
denepanuu.

1.9. Tlomutuka Ub sBiseTcss JOKYMEHTOM, MOCTYITHBIM Ka)XXJIOMY COTPYIHUKY
['mmuazum.

1.10. Joxymentamu,  geranusupyromumu — nonoxkenus — [lomutukun Wb
OPUMEHUTENIBHO K OJHOW WM HECKOJBKUM 00JacTAM HMH()OpMAMOHHOU
0e30MacHOCTH, BUJAM W TEXHOJOTUAM JEeATeNbHOCTH [MMHa3uu, SBISIOTCS
YacTHBIC TMOJIMTUKKM TI0 OOecredYeHuo WHGOPMAIMOHHON  0e30MacHOCTH,
WHCTPYKIIMH, METOJUYECKHE TOCOOMS W PEKOMEHJAIMU, KOTOpPbIC SBIISIFOTCS
JIOKyMEHTaMu 1o WH()OPMAIMOHHONW 6€30MaCHOCTH BTOPOTO YPOBHS .

2. O0beKkTH HHPOPMALIMOHHO 6€30MacHOCTH

2.1. OcHoBHBIMU OOBeKTaMH HHGOPMAIMOHHON Oe3omacHocTH B [ MMHa3uu
SIBJISTFOTCSL:

- uH(pOpMaIIMOHHAsT ~HWHPPACTPYKTypa, BKIIOYAIONMIAs TEXHUYECKUE U
IPOrpaMMHO-aINIapaTHbIE KOMILUIEKCHI, HH(POPMAIMOHHBIE CUCTEMBbI, CUCTEMBI U
CpeAcTBa 3aluThl UHGOPMAIMU, CUCTEMbl H(WJIM) MOJCUCTEMBI 00pabOTKH U
aHanu3za uHGOpMAIMU CpeACcTBa 0OpaOOTKH, Mepelayd U OTOOpakeHHUs, B TOM
Yyuciae KaHalbl MHPOPMAIMOHHOTO OOMEHa M TEICKOMMYHMKAIUM, OOBEKTHI U
MOMEIICHHS], B KOTOPBIX Pa3MEIICHbl TAKHE CUCTEMBI.

- UH(GOPMAITMOHHBIE PECYPChl C OTPAHUYEHHBIM JIOCTYIIOM, COCTaBJISIONINE
TOCYapCTBEHHYIO TaillHy, MEepPCOHAIbHBIC JaHHBIE, CBEJICHUS OTPAHUYCHHOTO
pacnupoCTpaHeHUsi  WJIM  HWHBIE  YyBCTBUTEIbHBIE K  CIOy4YalHBIM U
HECAaHKIIMOHUPOBAaHHBIM  BO3JECHCTBUSAM M HApYyIMIEHWIO UX 0€30MacHOCTH
WH(OPMAITMOHHBIE PECYpPCHI, a TaKXKe OTKPBITO pacrpocTpaHsemMas HHPOpMaIUs,
HeoOXxoauMasi it pa0oTel ['mMMHa3um, He3aBUCHUMO OT (OpMBI M BHJA €€
MpEeCTaBIICHUS;

- nporieccbl 06padotku uHpopmarmu B ECKC ['umHuazuu nHbOpMamoHHbIe
TEXHOJIOTUU, PETJIAMEHTHI M TPOLEAyphl BBOJa, cOopa, 0OpabOTKH, XpaHEHUS U
nepenayu nHGOpMaIuy,

- MepCOHaNl pa3pabOTYMKOB, MOJIb30BATENEH CUCTEM M OOECHeuMBAIOLIUN €€
cTabmibHOE QYHKIIMOHUPOBAHWE,

2.2. WudopmauuonHas cpena I['uMMHa3uM, JIOKaJIbHO-BBIYUCIUTEIbHBIE CETH
pa3HOr0 ypOBHA W  KOMIUIEKCHI aBTOMATH3UPOBAHHBIX pabOYUX  MeECT,
O00BEMHEHHBIX B €IMHYIO CTPYKTYPHUPOBAHHYIO CETh.

2.3. K ocHOBHbIM ocoOeHHOCTSM uHGOpMAMOHHON cpeabpl ['umHa3um
OTHOCSITCS:

- o0ObeIMHEHNE B EIUHBIC CHCTEMBI pPa3HOOOPA3HBIX TEXHUYCCKUX M
IPOrpaMMHO-AIIAPATHRIX CPEACTB 00paOOTKU U Nepenayu HHGOpMaLIHH;



- pacuvpenue cepbl UCTIOIb30BaHU UHPOPMAIMOHHBIX cUcTeM ['MMHa3uH;

- oObeMHEHUE B  €AMHYI0 HH(DOPMAIMOHHYIO  Cpeoy  pa3iu4HbIX
HEOJHOPOIHBIX MoeNiel HH(DOPMAITMOHHBIX CUCTEM.

- pasHooOpa3ue peliaeMbiX 3ajJad W TUIOB 00padaThiBa€MbIX JaHHBIX,
CJIOXHBIC PEKUMBI aBTOMAaTU3UPOBAHHON 00pabOTKH HH(POPMAIINH;

- BAXXHOCTh U OTBETCTBEHHOCTh PEIICHHUM, MPUHUMAEMBIX Ha OCHOBE
aBTOMAaTU3UPOBAHHOW 00padOTKK MH(OpMALUY;

- oObeMHEHUE B €AMHBIX 0a3ax JaHHBIX HH(POpPMAIMK  PaA3IUYHOTO
HA3HAYCHUS, TPUHAIIICKHOCTH U YPOBHEW KOHPUACHIIMAIBHOCTH;

- HEOOXOMUMOCTh  00€cleueHUss  HENPEPHIBHOCTH  (YHKIIMOHUPOBAHUS
['umuasuu;

- pazHooOpasue, 3HaYUMOCTb U UHTEHCUBHOCTh HUH(OPMAIMOHHBIX MOTOKOB;

- pazHooOpazue KaTeropui MOJIb30BAaTEIIEH, pa3pabOTYNKOB 51
o0ecrnieunBaroNIero nepcoHana HHOOPMAIIMOHHBIX CUCTEM.

2.4. 3ammTe TOMICKUT BCS HHPOpMaAlMd W HMHPOPMAIMOHHBIE PECYPCHI,
UUMpKyJaupyonme B ['MMHa3uM, HE3aBUCUMO OT €€ IMPEJICTaBICHUS U
MectoHaxoxaeHus: B ECKC I'mmuazum.

3. Heau u 3a1a4u 1esiTeIbHOCTH 1O o0ecneyeHN 0 MHGOPMALHOHHOI
0e30MacHOCTH

3.1 OcHOBHOW IIEIBI0 JEATEIBHOCTH IO OOecneYeHUu0 HWH(POPMAIMOHHOM
O6e3omacHocTH ['MMHa3uu  SBIsIETCS  3almUTa OOBEKTOB  MHGOPMAIIMOHHON
oe3omacHOoCTH ['MMHa3MM OT BO3MOXXHOTO HAHECEHUS MaTepHaIbHOTO,
bu3YecKoro, MOPaJILHOTO WJIM WHOTO YyIepOa, MOCPEACTBOM CIYyYalHOTO HIIU
MPETHAMEPEHHOTO BO3JCUCTBUS Ha WH(OOpPMAIUIO, €€ HOCUTEICH, IPOIECChI
o0pabOTKM W Tepenadd, a TaKkKe MHUHUMH3AIUSA YPOBHS WHOOPMAIMOHHON
0€30MacCHOCTU JPYTUX yIPo3.

3.2  OCHOBHBIMH 33Jla4aMU JIECSITEILHOCTH MO oOecreueHn0 WH(PpOpMaIMOHHON
0€30MacHOCTHU SBIISIOTCS:

- CBOEBpEMEHHOE BBISBICHUE, OIIEHKA M MPOTHO3UPOBAHUE HCTOYHUKOB
yrpo3 UHGOPMAIMOHHON 0€30MacHOCTH, MPUYUH M YCJIOBHM, CIOCOOCTBYIOIINX
HAHECEHUIO ylepOa, HaApPYIICHUI0 HOPMAIbHOTO (PYHKIIMOHUPOBAHUS OOBEKTOB
uH(popMaIMOHHOK Oe30nacHOCTH | MMHA3uu;

- Co3naHve  MexaHW3Ma  ONEPATUBHOIO  pearupoBaHUs HAa  Yrpo3bl
0e3omacHOCTU MH(OpPMAIMU U HETaTUBHbBIEC TEHICHIIUY;

- Co3znanve yclnoBHM J1i MUHUMH3AIIUU 1 JIOKAIU3AIlMd HAaHOCUMOTO yiepoa
HEMPABOMEPHBIMU JCUCTBUSMU (DU3UYECKUX U IOPUIUYECKUX JUIl, OClabiieHue
HETaTHUBHOTO BIUSHUSA W JIMKBUJAIIMU TIOCJIEICTBUA HApyIICHHUS O€30MacHOCTU
uHpopMaIuy;



- 3amura  OT  BMEMIATEIbCTB  IIOCTOPOHHMX  JIMII B IpOILECC
(YHKIIMOHUPOBAaHUS 00BbEKTOB MH(POPMAIMOHHOM Oe3onacHocTy ['MMHa3muy;

- Pasrpannuenue poctyma mnosb3oBareied K 00beKTaM HMH()OpPMalMOHHOU
0€30MacHOCTH U MHBIM pecypcam | 'nMHa3uuy;

- ObecnieueHne ayTeHTU(PUKAINH MTOJIH30BATENICH, yUaCTBYIOIINX B
uH(POPMAITMOHHOM OOMEHE;

- 3amura OT HECAaHKIMOHUPOBAHHOM Moau(ukanuu ucnonb3dyembix B ECKC
['MMHa3UM IPOrpaMMHBIX CPEJCTB, a TAKIKE 3AIMUTY OT BHEIPEHUS
HECAaHKIIMOHUPOBAHHBIX IPOIPAMM, BKJIIOYasi KOMIIBIOTEPHBIE BUPYCHI;

- 3amuTy nHGOpPMAaLMU OTPAHUYEHHOIO MOJIb30BAaHUS OT YTEUKH I10
TEXHUYECKUM KaHajiaM IpHu ee 00paboTKe, XpaHEHUH U MepeAayu 1o KaHajaam
CBSI3H;

- Obecneuenne OecnepeOOMHOT0O (PYHKIIMOHUPOBAHUS KPUNTOrpaduyECKux
CPEJIICTB 3allUThl THOPMALIIH.

3.3 IlocraBneHHass 1enb 3alIMThl M PEUICHHE MEPEUYMCICHHBIX 3aj]ad
JOCTUTatOTCSL:

- YyeToM Bcex MOJUIEKAIUX  3alllUTe OOBEKTOB  HH(POPMAIUMOHHOM
oe3onacHoctd | mMHa3ny;

- Perucrpanmeit B KypHajllax JOEUCTBUHA NEPCOHANA, OCYILIECTBIISIIOLIETO
oOcyKMBaHue U MOAU(PUKAIINIO 00bEKTOB MH(POPMALIMOHHON 0€30MacHOCTH

- [lonHOTOM, peanbHOM  BBIIOJIHUMOCTBIO M HENPOTHBOPEUYMBOCTHIO
TpeOOBaHUI OpPraHU3ALMOHHO — PACIOPSIUTENbHBIX JTOKYMEHTOB ['MMHa3uu 1o
BOIIpocaM obecrieueHust 0€30MacHOCTH MHGOPMAIIHH;

- IToArOTOBKOM JOJKHOCTHBIX JIMI, OTBETCTBEHHBIX 3a OpraHU3aLHI0 U
OCYILIECTBICHUIO MPAKTUUYECKUX MEPONPUITHI MO OOecrneueHuto 0e30MacHOCTH
WH(pOpMaIIMK U TIPOLIECCOB €€ 00PabOTKH;

- Hanenennem kaxaoro mosib30BaTeNsl ONTHUMAIbHO-HEOOXOAUMBIMU IS
BBINIOJIHEHUS UM CBOMX (DYHKIIMOHAJBHBIX OOS3aHHOCTEH MMOJIHOMOYHUSIMHU TIO
J0CTyNy K HH(OpMaIIMOHHBIM pecypcaM ['uMHazuu

- YeTkuM 3HAaHHEM M CTPOTMM COOJIFOJIEHHEM BCEMH I10JIb30BATEISIMU
00BEKTOB uH(pOpMaIMOHHOM 0e30macHOCTH ['umHazum TpeOoBaHU
OpPraHU3allMOHHO — PACHOPSAIUTENBHBIX JOKYMEHTOB IO BOIpocaM oOecnedeHus
Oe3omacHOCTH MH(pOpMaLUY;

- [lepcoHanbHOM  OTBETCTBEHHOCTHIO 32 CBOM  JICMCTBHUSL  KaxKJIOrO
COTPYJHHKA, B paMKaX CBOMX (DYHKIIMOHAJIBHBIX O0S3aHHOCTEN NMEIOLLEr0 AOCTYII
K 00BbeKTOB HH(OpPMAIIMOHHON Oe30mmacHocT [ nMHa3uu,

- [IpumenenneM GU3MYECKUX U TEXHUYECKUX CPENICTB 3alIUTHl OOBEKTOB
uHGOPMAIMOHHOM Oe30MacHOCTH [ MMHA3uM W HENPEPBHIBHON aJIMUHUCTPATUBHOMN
MOJJIEP>)KKOM MX UCIIOJIb30BaHUS



- O¢deKkTuBHBIM  KOHTPOJEM  HaJa  COOJIIOJICHHMEM  TOJIb30BaTENSIMU
UHQOPMALIMOHHBIX  pecypcoB I['mMHazum TpeOoBaHMi 1O  0OECHEUYEHUIO
0e3omacHOCTH MH(OpMaLUY;

4. OcHOBHbIE YIPo3bl 0e30MacHOCTH MHGpoOpPMaIIUK B
MBOY «I'mmua3us» n.r.1. borarbsie Cadbi

4.1 TIlox yrpozamu Oe3zonacHOCTH HWH(poOpManuu B ['MMHa3uM TOHUMAaETCA
NOTEHIIMAIIBHO  BO3MOJKHBIE  HEraTHBHbIE BO3ACHCTBUS Ha  3alIUILAEMYIO
UH(}OpMAIHIO.

4.2  OCHOBHBIMH UCTOYHHKAMH YTpo3 O6e3omacHocT nHpopMaiuu B [ muMHa3uu
SIBJISIFOTCSL:

- HenpeanamepeHHsle, T.€. IEHCTBUS, BbI3BAHHBIE HEKOMIIETEHTHOCTBIO WJIU
XaJaTHOCTBIO MMOJIb30BaTeNCH (epcoHana);

- [IpeanamepeHHbIe, T.€. NEUCTBUS, BEI3BAHHBIE 3JIbIM YMBICIIOM, HE3aBUCUMO
OT TOTrO, BHEIIHUM WJIA BHYTPEHHUM OTHOCHUTEIIBHO OOBEKTOB MH(POPMALIMOHHON
0e3onacHocTu ['MMHa3uu ABISIETCSI HCTOYHUK YTPO3bI,

- Ommbku, JOmyHIeHHblE TpU  pa3padOTKe KOMIIOHEHTOB  OOBEKTOB
nHpopManoHHOW Oe30macHOCTH ['MMHA3uM M MX CHUCTEM 3allUThl, OIMIHOKH B
IPOrpaMMHOM 00€CIIeYeHUH, OTKa3bl U COOM TEXHUUYECKUX CPEJICTB;

- ABapuu, CTUXUIHbIE O€CTBUSL.

4.3 Corpyanukun  ['mumHa3um,  3aperucTpUpoOBaHHbIE  KaK  JIETaJIbHbIC
nosnb3oBaTtenn ECKC ['mmHa3zuu_ wiaM  OOCHyKMBAIOIIME €€ KOMIIOHEHTHI,
SBJIAIOTCS. BHYTPEHHUMH MCTOYHUKAMH CIIYYalHBIX BO3JEUCTBHS, T.K. HUMEIOT
HEMOCPEJCTBEHHbINM JIOCTYNl K TmpolueccaM oOpadOTKM HMHQOpPMAUMU M MOTYT
COBEpIIATh HENpeTHAMEPEHHBIC OIIMOKM M HapyIICHWs JEHCTBYIOLIUX MpaBUIIL,
WHCTPYKUHM, PETJIAMEHTOB;

4.4 Bo3MOXHbIE MyTH pealn3allid HENpeIHAMEPEHHBIX YIpo3 0e30MacHOCTH
['mmHa3uu:

- HeywmpblilieHHpie  A€MCTBUS, MPUBOASIINE K YAaCTUYHOMY HWJIM IOJTHOMY
HapyleHu0 (YHKIMOHAJIBHOCTH KOMIIOHEHTOB OOBEKTOB WH(MOPMAIMOHHON
O0e3zomacHOocTH ['MMHA3uu___  WAM  pa3pylICeHUIO HWHOOPMAIMOHHBIX WM
IPOrPaAMMHO — TEXHHUYECKUX PECYPCOB;

- HeocTtopokaple AeWCTBUE, NPUBOIAIIME K pas3rialieHUuI0 WHOOpMaIuu
OTrPaHUYEHHOI'O PAaCIPOCTPaHEHUS;

- Pasrnamenue, nepenaya uim yrpara aTpuOyToB pa3rpaHUYEHUs JOCTYIIA;

- HUrHopupoBaHue  OpraHU3allMOHHBIX OrpaHUYEHM Tpu  paboTe ¢
MH(OPMAIMOHHBIMU PECYPCaMU;



- [IpoexkTrpoBaHHE apXUTEKTYpPbl CUCTEM, TEXHOJOTUI 0OpabOTKM AAHHBIX C
BO3MOXKHOCTSIMHM, TPEACTABIAIOIIMMU  ONACHOCTh Uil (YHKIIMOHHPOBAHHUSA
00bekTOB  MH(MOpPMAlMOHHONW  Oe3omacHocTd [MMHa3uu W 6€30MacHOCTH
uH(popmaIuu,

- [lepecbuika TaHHBIX O OIIUOOYHOMY azpecy (YCTPOUCTBY);

- BBoj ommbovHbIX JaHHBIX;

- Heywmpbinnennas nopya Hocuteneld HHPOpMALINH;

- HeywmblneHHOE OBPEXKAEHNE KAHAJIOB CBSI3U;

- HenpaBoMepHoe oTKIO4eHHE OOOPYIOBAHMS WJIM HU3MEHEHHE PEXHMOB
paboThl yCTPONUCTB I MTPOTPAMM;

- 3apakeHHue KOMIIbIOTEPOB BUPYCaMU;

- HecaHKIIMOHMPOBaHHBIE 3allyCK TEXHOJOTMYECKHX MPOrpaMM, CHOCOOHBIX
BBI3BaTh IOTEPI0 PabOTOCIIOCOOHOCTH KOMIIOHEHTOB WH()OPMAIIMOHHBIX CHCTEM
WM OCYILIECTBIIAIONINX B HUX HEOOpaTUMbIE U3MEHEHUS;

- HekoMmneTeHTHOE  HMCHOJIB30BaHUE, HACTPOMKAa WJIA  HEIpPaBOMEPHOE
OTKJIFOYEHUE CPEJCTB 3aIUTHI.

4.5 Bo3MoxHBIE MTYTH peamu3alii TPEeIHAMEPEHHBIX YIpo3 0e30MacHOCTH
['mmHazum:

- VYMBIIUIEHHbIE JEUCTBUS, NPHUBOJAIIME K YAaCTUYHOMY WJIM IIOJHOMY
HapylWEeHU0 (QYHKIMOHAJIBHBIX KOMIIOHEHTOB OOBEKTOB HH(OPMAIMOHHOU
0e3omacHOCTU [ 'MMHa3UKM_ WK pa3pylIeHUIO0 HHPOPMAMOHHBIX UM TPOrPAMMHO
— TEXHHUYECKUX PECYPCOB;

- HeiictBus  mo  ne3opranm3anud G yHKIIHMOHUPOBAHUS 00BEKTOB
nH(OPMAITMOHHON 0e30macHOCTH | MMHA3uM; XUIEHUE JOKYMEHTOB M HOCUTEJEH
uHdopMaIuy;

- HecaHKIIMOHMpPOBAaHHOE  KONMHUPOBAaHUE  JIOKYMEHTOB U  HOCHUTENel
uH(pOpMaIK; YMBIIUIEHHOE UCKaKeHHEe nH(popManuu. BBoy HEBEPHBIX JAHHBIX ;

- OtkiroueHre  WiIM  BBOJA W3 CTPOsl  MOJACUCTEM  oOecredyeHus
(GyHKIHOHUPOBaHUS 00BEKTOB HHPOPMAIMOHHOW Oe3onacHocTH ['MMHa3uu_;

- IlepexBaT 1aHHBIX, IEPEAABAEMBIX 10 KaHAJIaM CBSI3U U UX aHAJIN3;

- XuIeHne Npou3BOICTBEHHBIX OTXO/IOB;

- HezakoHHoe nonydenue aTpuOyToB pa3rpaHUUEHUs JOCTYIIA;

- HecaHKIIMOHMpPOBAaHHBIM ~ JOCTYIT K  OOBEKTOB  HMH(POPMALMOHHOU
6e3onacHoctu [ MMHa3MKu ¢ pabOYMX CTAHIIMM JIETATbHBIX MOJIb30BATECH;

- XuIeHNEe WK BCKPhITHE IU(PPOB KPUITO3AUTHI HH(OpMaLIUY;

- BHenpenue anmapaTHbIX WM NPOTPAMMHBIX 3aKJIaJ0K C IIEJIBIO CKPBITHO
OCYILECTBIATh JOCTYI K HWHGOPMAIMOHHBIM pecypcaM WM JAe30praHu3aluu
(YHKIIMOHUPOBAHUSA KOMIIOHEHTOB OOBEKTOB HMH(DOPMAILMOHHON O€30mMacHOCTH
I'umua3uu;

- He3akonHoe wucnonb30BaHHe O0OpPYAOBAaHMS, MPOTPAMMHBIX CPEICTB WIIU
WH(POPMAITMOHHBIX PECYPCOB.



4.6 Bo3MoXHBIE TyTH pealn3alid OCHOBHBIX €CTECTBEHHBIX YTPO3
6e3onacHoctu ['MmMHazuu:

- Boixon u3 ctpost 000opyoBaHusi 00bEKTOB MHGOPMAIIMOHHON 0€30MaCHOCTH
u o0opyaoBaHus o0ecrieyeHus: UxX (PyHKIHOHUPOBAHMUE;

- BbIx0o/1 U3 cTpOs WJIM HEBO3MOKHOCTh MCIIOJIb30BAHUS JIMHUM CBSI3H;

- [To>xapbl, HABOJTHEHUS U JPYTUE€ CTUXUUHBIE OEJICTBHUS.

4.7 Hapymwmrenp — U0, KOTOPOE NPEANPHUHSIO MOMYTKY BBIIOJIHEHUS
3aMpenieHHbIX JEeUCTBUM 1O OIIMOKe, HE3HAHUI0 WJIM OCO3HAHHO CO 3JIbIM
YMBICIIOM WX 0€3 TakOBOTO U UCHOJB3YIOIIEe [JIsi 3TOr0 pas3iuyHbIe
BO3MO>KHOCTH, METOJIbI U CPE/ICTBA.

4.8 370yMBIIUIEHHUK —  HapylIUTellb, JACUCTBYIOIIMA  HaMEpPEHHO U3
KOPBICTHBIX, UJIEUHBIX WJIN UHBIX MTOOYKICHU.

4.9 Cucrema obecrieueHrust ”HGOPMAIMOHHOHN Oe30omacHoCcTH | MMHA3MK TOJDKHA
CTPOUTBHCA HMCXOAS W3 MPEANOJOKEHUH O BO3MOXKHBIX TUIAX HAPYIIUTENEH U
3JIOyMBILUICHHUKOB B CUCTEME.

4.10 HexoMmmneTeHTHBIM MOJB30BATENb — COTPYAHUK [ MMHA3UM HCHOIB3YIOIIUN
TOJBKO INTATHBIE CPEACTBA,, KOTOPBIA MOMKET NPEANPUHUMATH IOMNBITKU
BBIMOJIHEHMsI 3alpEelIeHHbIX JIEHCTBUM, JOCTyna K 3alllUIIaeMbIM OOBEKTOB
uH(pOpMaIMOHHOK Oe30nmacHOCTH ['MMHa31u ¢ MPEeBBINIEHUEM CBOMX MOJTHOMOYUH,
BBOJIa HEKOPPEKTHBIX [AaHHBIX, HApYIIEHUS MpaBUJ U PErIaMEHTOB paboThl C
uH(popmaImen 1 1.1.

4.11 JIwoOutenbs — COTpyAHMK [HMMHA3UM THITAIOMUNACA HAPYIIUTh CUCTEMY
3alIUThl 0€3 KOPBICTHBIX IIeJIed WJIU 3JI0r0 ymbIcia. s mpeogosieHusl CUCTEMbI
3aIMTBl M COBEPULICHUS 3aIPEIICHHBIX JEHCTBHUM OH MOXET MCIOJb30BaTh
pa3JIMYHbIE METOJIbl TMOJYYEHHS JONOJHHUTENbHBIX MOJHOMOYMI JOCTyna K
pecypcaM, HEJOCTaTKM B IOCTPOEHUE CHCTEMbI 3allUThl M JIOCTYNHbIE €My
mTaTHble cpeacTBa. [loMMMO 3TOrO OH MOXKET MONBITAThCS HCIOJIb30BATh
JOTIOJTHUTENbHBIE ~ HEIITATHBIE  WHCTPYMEHTAJbHBIE W TEXHOJOTMYECKHE
IPOrpaMMHBIE CpPEJICTBA, CAMOCTOSATEIBHO pa3pabOTaHHblE MPOrpamMMbl HWIH
CTaHJAPTHBIE TONOJHUTEIbHBIE TEXHUUECKUE CPEICTBA.

4.12 BuyTpeHHUII 3JOYMBIIUICHHUK — COTPYAHMK [WMMHa3uu, JIeHCTBYIONTUN
LIEJICHAIIPABJIEHHO W3 KOPBICTHBIX MHTEPECOB. MOXET MCIOJB30BaTh BECh HAOOP
METOJIOB M CPEICTB B3JOMa CHUCTEMbI 3alIUThI, BKJIIOYAs areHTYpHbIE METOIbI,
NACCUBHBIE CPEJCTBA, METOJIbl M CPEACTBA AKTUBHOI'O BO3JCWUCTBUS, a TaKKe
KOMOMHAIMU BO3JICHCTBUN, KaK U3HYTPHU, TaK U U3BHE [ MMHA3HH.

4.13 BaemHui#l 370yMBIIUJIEHHUK — IIOCTOPOHHEE JIMIO, JICUCTBYIOIIEE
LIEJIEHAPABICHHO U3 KOPBICTHBIX MHTEPECOB. MOXKET HCIIONB30BaTh BECH HAOOP
METOJIOB U CPEACTB B3JOMAa CHCTEMbI 3alIUThl, BKJIIOYAs Ar€HTYpPHbIE METOJIbI,
NIACCUBHBIE CPEICTBA, METOABl M CPEACTBA AKTUBHOI'O BO3JECHUCTBUS, a TaKKe
KOMOUWHAIIMU BO3JICHCTBUN, KaK U3HYTPH, TaK U U3BHE [ MUMHA3MH.



4.14 K BHYTpEeHHUM HapyLIUTEIEM MOTYT OBITb OTHECEHBI JIHIA U3 CIEIYIOIIHNX
KaTEerOpuil COTPYAHUKOB [ MMHA3UM:

- 3apeructpupoBannsie noias3oBareaun ECKC ['umuaznmn

- Cotpynuuku  ['uMHa3uuM, He  SBISIIOLIMECS  3apErMCTPUPOBAHHBIMU
N0JIB30BATEISIMU U He jaonyieHHble K pecypcam ECKC, HO umeronme J0CTyIl B
3/1aHUE U TIOMEIICHUS;

- [lepconan, oOecneuuBaronUMii OOCTY)KUBAaHWE  TEXHUYECKHE CpEACTBa
00beKTOB MH(POpMaIIMOHHOM Oe3omacHOCTH ['MMHa3uu.

- CnenuanucTel, 3aJCCTBOBAHHBIE B  COMNPOBOXKIECHUHU IPOTPAMMHOIO
00eCIIeYCHHS;

4.15 BHenHuM HapyIIMTEIEM MOXKET OBITh JIUIIO U3 CICTYIONINX KaTeTOpHUi:

- VYBoJieHHbIe COTpYAHUKHN ['MMHa3uu;

- [IpencraButenu  opraHuW3auuid, B3aWMOJCHCTBYIOIIMX IO  BOIPOCam
TeXHUYECKoro odecrneueHus: [ umHasuu;

- Ilocerureny,

- UneHbl IpecTyIHbIX OPraHU3alui;

- JIuua, cnywaiiHo wnu ymbiugieHHO mnpoHukime B ECKC ['umHazum u3
BHEIITHUX TEJICKOMMYHUKAITMOHHBIX CETCH (XaKephl).

5. OcHOBHbIE IPUHUMIIBI NOCTPOEHUS CUCTEMBbI HMHGOPMALMOHHOM
oesonacHoctu MBOY «I'mmuazus» n.r.t1. borarbsie Caonl

5.1 3aKOHHOCTE.

[Ipenmonaraer ocyliecTBICHHE 3AIIUTHBIX MEPONPHUITHA U pa3pabOTKy CHUCTEM
oe3omacHoctd uH(popmanuu ['MMHA3UM B COOTBETCTBUM C JCHCTBYIOIIMM
3aKOHOJATENbCTBOM B o0OjacTh  MH(OpMAMOHHBIX  TexHOJorui. Bce
M0JIb30BATENIM OOBEKTOB MH(MOPMAIMOHHONW 0Oe30macHOCTH ['MMHAa3uu JOJIKHBI
UMETh Tpe/CTaBlieHne 00 OTBETCTBEHHOCTH 3a IMpaBOHApyUIeHUs B o001acTu
MH(OPMAIIMOHHBIX TEXHONOTUI. Peanu3anus 1aHHOTO MPUHIMIIA HE0OX0oaAuMa IS
3aIIMTBI UIMEHU U peryTaunu I umHasuu.

5.2  CHUCTEMHOCTb.

[Ipenmosiaraer  y4eT BCE€X  B3aMMOCBS3aHHBIX, B3aUMOJCHCTBYIOIIUX U
M3MEHSIONUXCS BO BPEMEHHU DSJIEMEHTOB, YCIOBUW M (DaKTOPOB, 3HAUUMBIX IS
NOHMMAaHUs U peuieHus MpobieMbl obecrieueHus 0€30MacHOCTH  OOBEKTOB
nHpopMarmonHo Oe3onacHoctd ['mmHazuu. [lpu co3gaHUM CHCTEMBI 3aIllUTHI
JIOJDKHBI YUUTBIBATBCA BCE ciiabble W HauOosiee ys3BUMbIE MecTa OOBEKTOB
nHpopmarmonHou 6e3onacHocty ['mMHazuu. Cucrema 3aliuThl J0JKHA CTPOUTHCS
C YYETOM BCEX HM3BECTHBIX KaHAJOB MPOHUKHOBEHHUS M HECAHKIMOHHPOBAHHOIO
nocTyna K uH(GOpMaIuu U ¢ YYeTOM BO3MOKHOCTH TOSIBJICHUS MPUHITUTTAATIBHO
HOBBIX MYTEH peanu3aluu yrpo3 0€30MacHOCTH.



5.3 KoMIIeTeHTHOCTD.

[IpennosiaraeT TPUMEHEHHE PA3HOPOJHBIX CPEACTB 3alUTHI MPU IMOCTPOCHUU
LIEJIOCTHOW CHUCTEMBI 3allUThbl, IIEPEKPBHIBAIOLIECH BCE 3HAYMMBIC KaHAJIbI
peanu3aluy yrpo3 M HE cojiepiKaiieid ciabblX MECT Ha CThIKaX €€ OTAENIbHBIX
KOMIIOHEHTOB. 3aIlIATA T0JHDKHA CTPOUTHCS DIIEJIOHUPOBAHO. .

5.4 HenpepblBHOCTh U LIETOCTHOCTh 3aIIUTHI.

DOTO mOpolecc, OCYHWECTBISIEMbI PYKOBOACTBOM |'mmHazuu, OtaenoMm u
COTPYIHUKAMU CTPYKTYPHBIX MOJPA3ACICHNUN, KOTOPBIN JOHKEH MOCTOSIHHO UATH
Ha BCEX YypOBHAX BHYTpU ['mmHazum. Kaxnpiii coTpynHHMK ['MMHa3uM AOJIKEH
NPUHUMATBCS ydyacTUE€ B OITOM Iiporiecce. JlesTenpbHOCTh MO 00eCTeueHuro
uH(OPMAITMOHHON 0€30MaCHOCTH SBJISIETCSI COCTaBHOM 4YacThlO MOBCEIHEBHOMU
nesiteabHocTH ['MMHA3MH.

5.5 CBOEBpPEMEHHOCTb.

Hocut ynpexmaronuii xapaktep Mep oOecredeHuss 0€301macHOCTH MH(popMaruu.
Pa3zpaboTka cHCcTeMbl 3alIUTHl JOJKHA BECTHUCH MAPAJLICIIBHO C pa3paboTKON U
pa3BUTHEM CaMOM 3allUIIAeMON CHUCTEMBbL. JTO MO3BOJUT y4ecTb TPeOOBaHUSA
0€30MacHOCTH TP MPOCKTUPOBAHUM APXUTEKTYPHI M, B KOHEYHOM CUETE, CO3/1aTh
6osee 3 PeKTUBHBIE CUCTEMBI, 00JIaIaf0NTHe JOCTATOYHBIMA KOMIIETCHIIHSMU.

5.6 IIpeeMCTBEHHOCTH U COBEPIIICHCTBOBAHHUE.

[Ipeanonaraer NOCTOSHHOE COBEPUIEHCTBOBAHME MEpP W CPEACTB  3allUTHI
uH(pOpMAIIMM HAa OCHOBE IMPEEMCTBEHHOCTH OPraHU3AllMOHHBIX M TEXHHUYECKHUX
peleHuii, KagpoBOro  COCTaBa, aHaidu3a (PYHKIMOHMPOBAHUA  OOBEKTOB
nH(popMaIMOHHON Oe30macHOCTH ['MMHAa3uM M CHCTEMbl €€ 3alllUThl C y4EeTOM
U3MEHEHU B METOJax M CpeACTBaxX IMepexBara HHPOpMalUHU, HOPMATUBHBIX
TpeOOBaHMI! 1O 3alUTe, JOCTUTHYTOTO OTEYECTBEHHOTO U 3apyOeKHOTO OIbITa B
00nacTi MHPOPMALIMOHHBIX TEXHOJOTHH.

5.7 PazymHas 1O0CTaTOYHOCTb.

[Ipenmonaraer COOTBETCTBHME YpOBHS 3aTpaT Ha oOecreueHrue Oe30MacHOCTH
uHpopMaMM K BEJIMYMHE BO3MOXKHOro ymiep6a.. Co3gaTh aOCOJIIOTHO
HEMPEOJOJIMMYI0O CHUCTEMY 3alllUThl MPUHIUIIKAATILHO HEBO3MOXHO. [loka
uHbopMaIusl HAXOAWTCS B OOpaIlleHWH, MPUHUMAEMbIE MEpPbl MOTYT TOJBKO
CHU3UTh BEPOSTHOCTh HETaTHBHBIX BO3JICHCTBUN, HO HE HCKIIOYUTh HUX
MOJIHOCTBI0. [Ipu A0CTaTOYHOM KOJUYECTBE BPEMEHU W CPEJICTB — BO3MOXKHO,
MPEOJI0JIETh JI0OYI0 3amuTy. [103TOMY MMeeT CMBICT paccMaTpuBaTh HEKOTOPBIH
pUEMIIEMbIN YPOBEHb 0OecTieueHrs 0€30MacHOCTH.



5.8 [IlepconanbHast OTBETCTBEHHOCTb.

[Ipeanonaraer BO3JIOXKEHUE OTBETCTBEHHOCTH 3a oOecredeHrne Oe30IacHOCTH
uH(OpMAIIUU U CUCTEMBbI €e 00pa0OTKH Ha Ka)XJ0ro COTPYJHHUKA B Mpeenax ero
MOJIHOMOYM. B COOTBETCTBMM C A3TUM NPHUHIMIIOM paclpelesieHue MpaB U
00s13aHHOCTEW COTPYAHUKOB CTPOUTHCA TaKMM 00pa3oM, 4TOObI B Ciiydae J000T0
HapyIIeHUs! KpyT BUHOBHUKOB ObLT YETKO U3BECTEH WM CBEJEH K MUHUMYMY.

5.9 Onrumusanus moJTHOMOYHIA.

[Ipennonaraer npeaoCTaBICHUE IMOJIb30BATENSAM ONTHUMAIbHBIX IpPaB JOCTyIa B
COOTBETCTBHH CO CIIy’K€OHOM HE0OX0onuMOCThO. JlocTyn Kk mH(pOpManuu JOHKEH
IPEJOCTABIATECA TOJBKO B TOM Cllydae M OOBbEMe, Korja 3TO HEO0OXOIHUMO
COTPYAHUKY ISl BBITTOJIHEHUS €T0 IOJDKHOCTHBIX O0S3aHHOCTEH.

5.10 HckmrodyeHne KOHPIMKTAa HHTEPECOB.

[Ipeamonaraer yeTkoe pasjaesieHne OOS3aHHOCTEH COTPYJHUKOB M HUCKIIOUCHUE
CUTyalluii, Korjna cdepa OTBETCTBEHHOCTH COTPYIHUKOB JIOMYCKACT KOH(JIMKT
untepecoB. Cdepbl MOTEHIMATBHBIX  KOH(GJIUKTOB  JOJKHBI  BBISBIATHCS,
MHHUMM3UPOBATHCS, M HAXOJIUTHCA MOJ CTPOTHMM HE3aBUCHUMBIM KOHTPOJIEM.
Peanuzanusa AgaHHOrO NPUHIMIIA TPEAINOJAracT, 4To HE OJMH COTPYAHUK HE
JIOJDKEH HMMETh IOJTHOMOYHMM, MO3BOJIAIOIIAX €My €IUHOJUYHO OCYLIECTBISATH
BBINOJIHEHUE KPUTUYHBIX ONIEpaLIUi.

5.11 BzaumojeicTBHE U COTPYAHUYECTBO.

[Ipeanonaraer  co3manve  OnaronpuaTHOM  arMocdepbl B KOJUJIEKTHBAaX
CTPYKTYPHBIX mojpa3nefeHuii. B Takol 0OCTaHOBKE COTPYIHUKHU JIOJKHBI
OCO3HAHHO COOJIOAAaTh YCTAHOBJIGHHbIE MpPaBWJIa M OKa3blBaThb COJECUCTBUE
Otneny. Bee corpynHuku ['MmMHa3Mu JOJDKHBI IOHUMAaTh CBOKO POJIb B MPOILIECCE
obecrieueHus: HHOOPMAITMOHHON O€30MaCHOCTH U MPUHUMATH B 3TOM Y4acTHE B
3TOM IIpoLecCe.

5.12 T'uOKOCTH CUCTEMBI 3AIIUTHI.

[Ipeanonaraer  coocOOHOCTh  CUCTEMBI  oOecredeHus:  HMHPOPMALUOHHOU
0e30MacHOCTH pearupoBaTh Ha M3MEHEHMs] BHEIIHEW cpeAapl W yCIOBUU
OCYLIECTBIICHU | UMHa3UU CBOEU JEATEIBbHOCTH.

5.13 IIpocToTa MpUMEHEHUS CPEICTB 3aAIUTHI.

[IpenmnosiaraeT UHTYUTUBHO IOHSATHBIE U IIPOCTHIE B UCIIOJIb30BAHUA MEXaHU3MBI U
MeTOAbl 3anuThl. [I[puMeHeHrne cpejcTB MU METOJ0B 3alllUThl HE JOJDKHO OBIThH
CBSI3aHO CO 3HAHWEM CIICIUAJIbHBIX SI3bIKOB WJIM C BBINOJHEHUEM JIEWCTBUM,
TPEOYIOIMNX 3HAYUTENBHBIX JOMOTHUTEIBHBIX TPYI03aTpaT MpH OOBIYHON paboTe



3apPCTUCTPUPOBAHHBIX HOHBBOB&TGHGﬁ, a TaKXKC HC IOOJIKHO Tp€6OBaTB oT
I1OJIB30BAaTCJI BBIITOJIHCHUA PYTHUHHBIX MAJIOIIOHATHBIX EMY onepaunﬁ.

5.14 OO60CHOBaHHOCTH M TEXHHUYECKAs PEATU3yEMOCTb.

[Ipennonaraer peanu3anuio Ha COBPEMEHHOM YPOBHE PAa3BUTHUS HAYKU U TEXHUKH
UH(GOPMAITMOHHBIX TEXHOJOTHM, TEXHUYECKUX M MPOTPAMMHBIX CPEJICTB, a TAKKe
CPEJICTB U M€p 3alIUThl HH(pOpMALUH.

5.15 Crnenumanu3zanus v mpodeccuoHamu3M.

[Ipennonaraer npuBjiedeHUE K pa3pabOTKE CPEICTB U peaiM3allud MEP 3allUTHI
uHOpPMAITMK  CIICIMAJU3UPOBAHHBIX  OpPTaHM3AIi, JIMIICH3UPOBAHHBIX  Ha
OCYIIIECTBIICHUE JIeATSIILHOCTH T10 00ecCIIeYeHH IO 0€e30IMacHOCTH
WH(QOPMAIIMOHHBIX PECYPCOB, HMECIOIMIUX MPAKTHYSCKUH OMBIT pPabOThl M
rOCYJapCTBCHHYIO JIMIICH3WIO Ha IMpaBO OKa3aHWUs YCIyr B O3TOW 00JacTH.
Peanuzanusa aiMUHUCTPATUBHBIX MEp MU SKCIUTyaTalus CPEACTB 3aIUTHI JOJHKHA
OCYILIECTBIIATHCA npo¢ecCUOHAILHO IMOJATOTOBJICHHBIMH CHEeIHAINCTaMU
['mMmuazumu.

5.16 0O06s3aTeIBLHOCTH KOHTPOJIS.

[Ipennonaraer 00s3aTEIbHOCT M CBOEBPEMEHHOCTh BBISIBICHHUSI M MPECEUECHUS
IOMBITOK HAapyIIEHUs YCTAaHOBJEHHBIX IpaBW, oOecredeHus Oe30MacHOCTU
uHpOpMaIuH, Ha OCHOBE MCIIOIb3yEMbIX CHUCTEM U CPEJCTB 3alIUTH HHPOPMAIUH.
KoHTposib 3a e TeNbHOCTH JIF000TO0 MOIh30BATENs, KAXKIOTO CPEACTBA 3aIUTHI U B
OTHOIIIEHWU JIO00T0 O0O0BEKTa 3alUThl JODKEH OCYIIECTBIATHCS Ha OCHOBE
OPUMEHEHHUSI CPElICTB OINEPAaTUBHOTO KOHTPOJS W PETUCTPALUMU U JOJDKEH
OXBaThIBaTh KaK HECAHKI[MOHHMPOBAHHBIE, TAK U CAHKIIMOHUPOBAaHHBIC JIEHCTBUS
noyib3oBatenieir. Bwmecte ¢ Tem, addexkTuBHas cucteMa  00ECTICUCHHS
uHOpMaIITMOHHONW  Oe30macHOCTH  TpeOyeT  Hajauuumsl  aJCKBaTHOW U
BceoOBeMITIONIEeH MH(POPMAIIMN O TEKYIIEM COCTOSHHUHU TPOIIECCOB, CBSI3aHHBIX C
IBMKCHHEM WH(OpMamMu W CBEAEHUH O COOJIOACHWHM YCTaHOBIEHHBIX
HOPMATHUBHBIX TPEOOBaHMIA, a TAKXe JOMOJIHUTEIbHOM HMH(OpMaluu, UMEOIEn
OTHOILIEHUE K PUHATHUIO PEILICHUH.

5.17 Henocrtatku cucreMbl oOecriedeHus: WHGOPMAIIMOHHONW 0€30MacHOCTH,
BBISIBJICHHBIE COTpPYJHUKaMH ['MMHa3uM win OTAeNa JOJDKHBl HEMEUIEHHO
JOBOJIUTBCS 11O CBEIEHHUS PYKOBOAMTENIEH COOTBETCTBYIOLIETO YUpPEKICHUS U
OIEPAaTUBHO yCTPAHATHCS.

6. Mepsbl, MeToAbI M cpecTBa o0ecnieyeHns TpedyeMoro ypoBHsi
3alUIIEHHOCTH UHGOPMAIIMOHHBIX PECYpPCOB.



IIpennonaraercsd, 4YTO HECAHKIMOHUPOBAHHBIM  JOCTYl Ha  OOBEKTHI
MH(POPMAIIMOHHON 0€30M1aCHOCTH IMOCTOPOHHUX JIML[ HUCKJIIOYAaeTcsd Mepamu
(U3UYECKON 3allHTHI.

6.1 Bce wmepnl obecrnieueHusi 0€30MacHOCTH HMH(POPMAITMOHHOM CHCTEMBI
['MMHa3uH TOAPA3IEISIFOTCS Ha CIICIYIOIINE BHIBI:

- IPaBOBBIC;

- MOPaJIBHO — 3THYECKHC;

- TEXHOJIOTHUECKHC;

- OpTaHU3AIMOHHBIC;

- ¢pusuueckue;

- TEXHUYECKHE.

6.2 IlpaBoBsle.

K nanHomMy BHIly Mep 3alllUThl OTHOCSTCS JCUCTBYIOIIME 3aKOHBI, YKa3bl,
HOPMATHUBHBIC AKThI, COTJIALICHUS, PErJaMEHTUPYIOIIME IpaBujia OOpaIleHHs C
uHdopmalmei,  3akperUisiiomuye  npaBa W 00SI3aHHOCTH  YYaCTHUKOB
WH()OPMAITMOHHBIX B3aUMOJICHCTBUIN B TIpoliecce 0OpabOTKH W MCTOJIb30BaHHH, a
TaK)Ke YCTaHABJIMBAIOIIME OTBETCTBEHHOCTh 32 HAPYIICHUSI 3TUX MPABHIL.

JlanHble Mepbhl HOCAT B OCHOBHOM YINPEXKJAIOIIUE Xapakrep U TpeOyroT
MOCTOSIHHOM Pa3bsICHUTEIbHOU PaObOThI C MOJIb30BATEISIMHU.

6.3 MopallbHO — 3TUYECKHE.

K nmanHomy BuAy Mep 3alllUThl OTHOCSTCSA HOPMBI TIOBEJEHHUS, KOTOPHIE
TPaJAMLIMOHHO CJIOXWINCh WIA CKIAJIbIBAIOTCS 10 MEpPE PpacCIpOCTPaHECHHUS
UH(OPMAITMOHHBIX TEXHOJIOTHI B OOIIECTBE.

JlaHHble Mepbl OOJbIIEH YacThl0 HE SBISIIOTCS 00s3aTeIbHBIMH, OJHAKO, HX
HECOOJIIOJIEHHEe MOXKET TNPHUBECTH K CEPhE3HBIM TNOTEepsM uHPopMaIuu u
HEMPEICKa3yeMbIM MOCIIEACTBUSIM.

6.4 TexHOIOrMYECKHE.

K nmanHOMYy BHAY MeEp 3alIUThl OTHOCATCS PA3HOrO pOJa TEXHOJIOTHYECKHE
pELICHNS] U IPUEMBI, HAIPABJICHHBIE HA YMEHBIIEHUE BO3MOKHOCTU COBEPILICHHUS
corpyaHukamu ['umMHa3uu ommOOK U HApYLIEHUH B paMKax MPEeAOCTaBICHHbBIX UM
IIpaB U MOJTHOMOYHUM.

6.5  OpraHu3zaivoHHbIC.

K nmanHOMYy BUAY Mep 3alUThI OTHOCSITCS MEPhI OPTaHU3AIMOHHOTO XapakTepa,
pETrJIaMEHTUPYIOIINE TPOIEecchl  (QYHKIIMOHUPOBAHUS  CUCTEMBI  00pabOTKH
JAHHBIX, WCIOJB30BAaHUE €€ PECypCOB, JEATEIBHOCTh OOCITY>KHBAIOIIETO



IMEepCOHAJIa, a TAKKEC IMOPAOOK B3aMMOJICHCTBHUS II0JIb30BATEJIEH C CUCTEMOM TaKUM
06p3.30M, yTOOBl B HaAWOOJBIICH CTEIICHU 3aTPYAHUTb WJIHW HUCKIOYUTDb
BO3MOKHOCTBH p€aJIn3aliu yIrpo3 0e301acHOCTH.

['MaBHOW 11€7IbI0  OpPraHU3allMOHHBIX MeEp, MPEANPUHUMAEMBIX Ha BBICIIEM
yIPaBJIEHYECKOM YPOBHE — C(OPMHUPOBATh MOJUTUKY B 00JacTH OOecredeHus
Ooe3zomacHocT MHGOpPMAIIMM W OOECHEYUTh €€  BBIMIOJIHEHHUE, BBIIETSA
HEOOXOMMbIE TEXHUYECKHE, (DMHAHCOBBIE M YEJIOBEYECKHE PECYPCHI, a TaK Ke
MOCTOSTHHO KOHTPOJIMPYSI COCTOSTHUE JIE.

6.6 YpoBHU noauTUKH oOecriedeHus: 6e30macHOCTU HHpOpMaIuu

[Tonutuka B oOnactu oOecrieueHusi OezonmacHocTH HHPopMauuu B ['MmHazun
pas3zeneHa Ha J1Ba YPOBHS:

- BEPXHHUH;
- HIDKHUM.

K BepxHeMmy ypoOBHIO MOJMUTHKU OoOecriedeHus: 0€30MmacHOCTU MH(OpMaluu
OTHOCATCS PELICHUs] PYKOBOJACTBA, 3aTparvBarolIUe AESITebHOCTh | MMHa3uu B
ueinoMm. Ha nanHOM ypoBHE 4eTko ompenensercs chepa BIMSIHUE U OTPaHUYCHUS
IIpU ONpeeNIeHNHU 1eneil 0e30MacHOCTH MHPOPMALIMK, OTIPENEISIIOTCS PECYPCHI, C
NOMOIIbI0 KOTOPBIX OHM OyAyT AOCTUTHYTHI. HaXoauTcs KOMIIpOMHCC MEXIy
PUEMIIEMBIM YPOBHEM O€30MaCHOCTH U (PYHKIIMOHAIBHOCTBIO.

Ha HmxHeM ypoBHE MOJUTHKUA oOecredeHus 0e30MacHOCTH WHOOpMAaIuu
OTIPEICIISIIOTCS TPOLEAYpPhl W TpaBWiIa JOCTHMIKEHHUS IIeJIeM W pelieHud 3aaad
0e3omacHOCTU MH(pOpPMAIUH.

6.7 Joctyn monp3oBaTenet Kk pabore ¢ oObeKTamMu HMHGOPMAIMOHHON
Oe3omacHocTH ['MMHa3MM W JOCTYNl K HMX pecypcaMm JODKEH OBITh CTPOTO
perimameHTupoBaH. JIroOble M3MEHEHHS COCTaBa M ITOJJHOMOYHH I10JIh30BaTelICH
JOJDKHBI  TIPOM3BOJUTHCS YCTAHOBIICHHBIM TOPSIIKOM, COTJIACHO —pErJIaMeHTa
MIPEI0CTaBICHUS OCTYIA TOJIB30BaTENICH.

6.8 Bce corpymamkn ['mMHa3um, 3apeTHCTPUPOBAHHBIC KaK JIETaJbHBIC
nonb3oBaresn ECKC ['mMHa3um JOJKHBI HECTU NIEPCOHANIBHYK) OTBETCTBEHHOCTh
3a HapyIIEHUsS YCTAHOBIEHHOTO TOpsaKa o0O0paObOTKM WHQPOpPMALMU, TPABUII
XpaHEHUsI, WCIOJIb30BAaHUS W Tepefadyd, HAXOASAIIMXCA B WX PacHoOpsHKEHUU
3aIUIIAEMBIX PECYPCOB CUCTEMBI.

6.9 Tlomnexariue 3amuTe peCypchl CUCTEMBI TIOJIJIEKAT CTPOTOMY yUETY.

6.10 Bce HeucnonaszyeMmble B paboTe YCTpOHCTBA BBOJIa — BBIBOJIa UH(OpMAITUU
Ha pabouyMx MecTaXx COTPYJHUKOB, pabOTalOMUX C KOHPUACHIMAIbHOU
uHpopMaIuel, JODKHBI OBITh TIO BO3MOKHOCTH OTKJIFOYCHBI, HE HYKHBIC IS



paboThl MporpaMMHBIE CpPEJICTBA M JaHHBIE C JAMCKOB TaKXKe€ JOJDKHBI OBITh
yaJICHBI.

6.11 B xomImoHeHTax 00BEKTOB HH(POPMAIIMOHHOM O6e30macHOCTH [ ' MMHAa3uK 1 Ha
pabounx MecTax IMOJIb30BaTENC JODKHBI YCTAaHABIMBATHCA M HCIIOJNB30BATHCS
TOJIKO JIMIIEH3UOHHBIE MPOTPAaMMHBIC CPEACTBA, MPOILICANINE AHTUBHPYCHYIO
npoBepKy. Vcmonp3oBaHMEe MNPOrpaMMHOTO OOECHEYEHHUs, HE MPOIIEIIIETO
IPOBEPKY U HE YIYTEHHOTO B [ MMHA3UM, TOMKHO OBITH 3aMPEIEHO.

6.12 Tlomp3oBarenn 00BEKTOB HHGOPMAIMOHHON Oe3onmacHocTd [ MMHa3uu
JOJDKHBI  OBITH O3HAKOMJIEHBI CO CBOMM YPOBHEM TIOJHOMOYHH, a TaKxke
OpPraHU3allMOHHOW — PpPACHOPSAAUTENIBHOM, HOPMATUBHOM, TEXHUYECKOU U
AKCIUTyaTallMOHHON JIOKYMEHTAallUeH, Oompeesstomell TpeOoBaHUS U MOPSIOK
00paboTku nHpopMmanuu B [ 'uMHa3HH.

6.13 Jus HETMOCPEICTBEHHOM OpraHM3aIiH u 3¢ dHeKTUBHOTO
(GYyHKIMOHUPOBAHUS CHCTEMBbl oOecrieueHuss WHOOPMAIMOHHONW O0e30MacHOCTH,
MCKITIOYAIOIIEH BO3MOXKHbBIE KOH(MDIUKTHI HHTEPECOB, B [ MMHA3MM 11€51€c000pa3HO
BBECTH CEKTOp II0 oOecrnedyeHrne HWHPOPMAIIMOHHOW  OE€301acHOCTH, C
YTBEP)KJICHUEM HEOOXOIMMOW INTATHOM YHUCIEHHOCTH  CHEIUATUCTOB, W
BO3JIO)KEHMEM HAa HUX COOTBETCTBYIOMUX (DYHKIIMN U 3a]1a4.

6.14 Jlroboe TpybOe HapylieHWE TIOpsAJKa W TPaBUI  IOJH30BAHUS
WHGOPMAITMOHHBIMH pecypcamul [ MMHa3uM JOKHO paccienoBaThesi. K BUHOBHBIM
MIPUMEHSTHCS aJIeKBaTHBIC MEPBI BO3ICHCTBUSI.

6.15 [dna  peanuzanuu MpUHLINANA EPCOHAIBHOMN OTBETCTBEHHOCTH
MOJIB30BATEJICH 32 CBOM JIEUCTBUSI HEOOXOUMBI:

- NunuBuayanbHas uaeHTU(GUKAIMS TOJIb30BaTeNIed U MHUITUUPOBAHHBIX UM
IPOLIECCOB;

- IIpoBepka MOAIMHHOCTU IIOJIB30BATENIEH HA OCHOBE MApOJIEH, KIIKOYEW Ha
pa3JIMYHON OCHOBE U T.1.;

- Peakimss Ha TMONBITKE HECAHKIIMOHUPOBAHHOTO JOCTyMa (CHUTHAIM3AIMs,
OJIOKMPOBKA U T.1.)

6.16 [Ins  obGecneuenuss  wHGOPMAIMOHHONW  Oe3omacHOCTH | MMHAa3uM
UCIIOJIB3YIOTCS CIIEAYIOIINE CPECTBA 3aIUTHI:

- pusnueckue;

- TEXHUYECKHUE;

- cpencTBa UACHTU(DUKAIIMK U ayTeHTU(UKAIIMN TT0JIb30BaTENeH;

- Cpe/CTBa pa3rpaHUYEHUs JOCTYNA;

- cpeIcTBa 00ecreyeHus: KOHTPOJISL U LIEJIOCTHOCTH;

- CpelICTBA OMEPATUBHOTO KOHTPOJISI U PETHCTPAIK COOBITHI 0€30I1acHOCTH,

- KpunTorpaguueckue CpeacTBa.

6.17 TexHu4yeckue Mephl 3aLUTHI.



OcHOBaHbl Ha HCIIOJIH30BAHUM Pa3JINYHBbIX  3JICKTPOHHBIX YCTpOﬁCTB 141
CIICOMAJIbHBIX ITPOTpPpaMM M BBITOJHATOIINX CI)YHKI_II/II/I 3alllUThI.

6.18 cpencTBa pasrpaHMueHUs IOCTyMa

B nensix mpenotBpaiienus padoTel ¢ 00beKTaMu HH()OPMALMOHHON 0€30MacHOCTH
['MMHa3uM TOCTOPOHHMX  JIMIl, HEOOXOAWMO OOECHEYUTh BO3MOXHOCTH
pacro3HaBaHUs KaXJ10T0 JIETaIbHOTO M0JIb30BaTEs.

6.19 cpencTBa uaCHTHU(PUKALNY U AyTEHTU(PUKAIINU [T0JTH30BaTEICH

30HBI OTBETCTBEHHOCTU U 3aJladv KOHKPETHBIX TCXHHUYCCKHUX CPCIACTB 3allUThbI
YCTAaHAaBJIMBAKOTCA  HUCXOJAA N3 HUX BO3MOXHOCTEH U 9KCINTyaTalMOHHBIX
XapaKTCPUCTUK, OMMMCAHHBIX B JOKYMCHTAIMU HA JAHHBIC CPCACTBA.

6.20 CpencrtBa o0OecrieueHHs IIEIOCTHOCTH

CpenctBa oOecriedeHMs] LEJOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CpEACTBA
PE3EPBHOIO KOIMPOBAHMUSI, IPOrPAMMBI AHTUBHPYCHOM 3alUThI, IMPOrPAMMBI
BOCCTAHOBJICHMSI LIEJIOCTHOCTH OTIEPAllMOHHOM Cpe/ibl U 0a3 TaHHBIX.

6.21 cpencTBa ONMEPATUBHOTO KOHTPOJIS U PETUCTPAIIH COOBITHI 0€30MacHOCTH
Cpencra KOHTPOJIS LEITOCTHOCTH YH(OPMAaIIMOHHBIX 00BEKTAOB
UH(OPMAIMOHHON 0e30macHOCTH ['imHazum npeHa3HauYeHbI TUIS
CBOEBPEMEHHOTO0 OOHApyXeHHs MOAU(PUKALMNA WU HUCKAXKEHUS PECypcoB
cucreMbl. OHU MO3BOJSIOT OOECHEeUMBaTh MPABUIBLHOCTh (YHKIIMOHUPOBAHUS
CUCTEMBI 3aIUTHI U LIEJIOCTHOCTh XPaHUMOU U 00pabaTbiBaeMoi UH(OpMAaLIIH.

CpenctBa OOBEKTUBHOTO KOHTPOJIS JODKHBI OOECreYnBaTh OOHApYyXKEHUE U
pPEerucTpalrio BceX COOBITHH, KOTOpbIE MOTYT IOBJE€Yb 3a cO0O0il HapylleHHe
Konuenuun b u npuBecTn K BOSHUKHOBEHUIO KPU3UCHBIX CUTYallUN.

[Ipu peructpanuu coObITHII 0€30MACHOCTH B KypHaJie NOJDKHA (UKCHPOBATHCSA
cieayronias nHpopManus:

- laTa v BpeMs COOBITHUSI,

- uaeHTU(HUKATOp CyOBEKTa, OCYIIECTBISIOMNNA PETHCTPUPYEMOE ICHCTBHCE;
- ICUCTBHUE.

6.22 xpunrorpaduyueckue cpeacTna

Bce cpeacrtBa kpuntorpaduyeckoi 3amuTthl uHGOpMamu B ['MMHA3uM JOJKHBI
CTPOUTHCA Ha OCHOBE O0a3MCHOrO0 KpUNTOrpauuecKkoro sjapa, MpPOLIEAIEro
BCECTOPOHHUE UCCIENOBAHUS CIIEUATIN3UPOBAHHBIMU OPraHU3ALHUSIMH.



6.23 VYmnpaBnenue cucTteMol oOecreueHuss O€30MacHOCTH  MHGOpPMaIUK
npeacTaBisgeT coOOM IiesieHalpaBIeHHOE BO3/IEUCTBUE HA KOMIIOHEHTBI CHCTEMbI
oOecrieueHusi 0€30MaCHOCTH C b0 JOCTHXKEHUS TpeOyembIx MoKaszarened u
HOPM 3allUIIIEHHOCTH OOBEKTOB HH(POPMAIMOHHON Oe3omacHocTu ['MMHA3uu B
YCIOBUSIX peaIn3alliid OCHOBHBIX yTPpo3 0€30MacHOCTH.

6.24 KoHTposb 3P HEKTUBHOCTH 3aITUTHI

KouTpons 3(Q(eKkTUBHOCTH 3amuThl HHPOPMALUK OCYIIECTBISETCA C LEJbIO
CBOEBPEMEHHOTI'O BBISIBICHUS U MPEJOTBpAILLEHUs Yrpo3 Oe3omacHoCcTU. KOHTpOb
MOJKET MPOU3BOJUTHCS KAaK OTBETCTBEHHBIM COTPYIHUKOM 3a MWH(POPMAIMOHHYIO
Oe3omnacHoCTh ['MMHa3uM, TaKk U NPUBJIEKAEMBIMU I 3TOM LIETH OpraHU3alUsIMH,
UMEIOIIUMH JIMIEH3HIO Ha 3TOT BUJ AESTEIIbHOCTH.

7. Tlopsinok yTBep:KIeHNsl, BHECEHNSI N3MEHEHUI U I0MOJIHEeHU

7.1 Hacrosmas Ilonutuka Wb BcTymaeT B 3aKOHHYIO CHIy C  JIaThl
YTBEPKICHUS.

7.2 U3MeHeHuss W JOMOJHEHUS B HacToAllylo [loaWTHKy BHOCATCS TIO
WHUIIMATHBE PYKOBOACTBa | mWMHa3uu, HauvanpbHHKa OTaena, OTBETCTBEHHOTO
CHEeUaINCTA.

7.3 Ilepecmotp [Honutuku b npousBogutcs He pexe 1 pasa B roj.

7.4 B ciyyae BCTYIUIEHMSI OTHEJIbHBIX IYHKTOB B IPOTHBOPEYHME C HOBBIMU
3aKOHO/IaTEIbHBIMU aKTaMU B cepe MHPOPMALIMOHHBIX TEXHOJIOTUHN - 3TH IMTyHKTHI
JaHHOW KOHIIETIIUK YTPAuMBAIOT IOPUIUYECKYIO CHIY J0 MOMEHTa BHECEHHS
M3MeHeHUH B HacToAwyro [lomutuky Ub.

7.5 Tpeoosanus Ilomutuku Wb MoryT pa3BuBaThbcs APYrUMU BHYTPEHHUMHU
JTOKyMeHTaMu [ ' MMHa3uu, KOTOpBIE JOMOJHSIOT U YTOUHSIOT €.
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